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ARG ZH BT, FONIXSRAERE KO SIE B8R . 588 M M AH < AT 5% 1 E 3h1k .

A BAERUE —ANBEZ B (WHAFRE AT S A AME) , AFUEB AR (CA) i
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GM/T 0093-2020 iiF-5 5 % § 5 #e i RV

GM/T 0094-2020  2~BH %A% N F At RRAEZERTE

GM/T 0125 (FiA#45r)  JSON Web 55N FIEVERIE

GM/Z 4001 ZRGAE

RFC 2119 Key words for use in RFCs to Indicate Requirement Levels

RFC 3339 Date and Time on the Internet: Timestamps

RFC 5280 Internet X.509 Public Key Infrastructure Certificate and Certificate

Revocation List (CRL) Profile

RFC 5785 Defining Well-Known Uniform Resource Identifiers (URIs)

RFC 3553 An IETFURN Sub—namespace for Registered Protocol Parameters

RFC 5890 Internationalized Domain Names for Applications (IDNA): Definitions and

Document Framework

RFC 6844 DNS Certification Authority Authorization (CAA) Resource Record

RFC 7231 Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content



GM/T XXXX—XXXX

RFC 7525 Recommendations for Secure Use of Transport Layer Security (TLS) and Datagram
Transport Layer Security (DTLS)

RFC 7807 Problem Details for HTTP APIs

RFC 8555 Automatic Certificate Management Environment (ACME)

RFC 9773 ACME Renewal Information (ARI) Extension

RFC 8823 Extensions to Automatic Certificate Management Environment for End-User S/MIME

Certificates
3 ARFEFMENX

GB/T 25609. GB/T 32915, GM/T 0062 F1 GM/Z 4001 Fi5E i LA K N BIARIE AlE S T A SCAF
3.1 BiiEPEIRE

BEhCIE B EIEI[E  automatic certificate management environment (ACME)

— TS E ISR A /TP B ShHATIE T2 K RT3 e B HESE
3.2 ACME & i

ACME Z i ACME client

—ANHT B3R CA RFIEF I E 3058 O K1 SSL UERME 7 imffE, —Me3EqE Web iss
#A¥El SSL MK L.

4 FISMYEHEIE

4.1 5

X| Ve BOAR R XOR U RR B YR 32
base64url () : URLZ4=1Base64mtd

4.2 HERRIE

B S A T A

ART: HIMLIEPE L] {5 B (ACME Renewal Info)

CA: IFBINIENLF (Certificate Authority)

CP: UET3mS (Certificate Policy)

CPS: HLFIAIEME SN (Certification Practice Statement)

DV: 842 5IESSLIUFHE (Domain Validated SSL Certificate)

IV: ANAIGUESSLUET: (Individual Validated SSL Certificate)
JSON: JavaScriptX}4itric. (JavaScript Object Notation)

OV: MLMJEEUESSLUEP (Organization Validated SSL Certificate)
EV: ¥ EKAESSLIEY (Extended Validated SSL Certificate)

5 HEERE
ISR E B S IR 55 i Z IR AR A2 EL P CACMED , Fu 4 ACME %% 7 i@ jdk HTTPS A v SR 1iF

PEFEAVE— JavaScript X & FrIE (JSON) VHE. T ACME MHEPBE R B TAEGIEPE kit
e, HAr e —ANK T, i5R—ANED, FFEXZIE B8 E 2 i dIAL,  DME CA K Frid
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REE, WRAIEFSRE, RN,

IEBINER S
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P 34 (SSLIE )
el 1 SR

ACME (155 — B B Lk T 72 A 55 S 2R B — IR o G R ILIET 2, % 7 i A ol — N AR X A
FHRIF HAER—ANETIK T, FHERESR AR RE B FIE RS 23K (ToS) M/ BRIk P 3 51— > R 4t
HRBRAT I o 2 s s P A AL B I P B AR (5 BEAT 2844, AIERT P A AL B

Client Server

[Contact Information]
[TeS agreement]
[4dditicnal Datal
Signature 0 ———— »
#ccount URL
(= Lecount Object

2 AR (IRRBEREEEENEE TR)

ACME F) 58 W BOR R AETS, IET2 A RAR LI 3. FEVENIK G, 207 i il ZE A = E 2P IR
CARBGIES:

a) FEATUEFITH, GFF CSR A

b)  SREURAERS I 58 ARG IEE P 138 A48 BUH A AR FR IR (2 AL

c) FERAERZR, AR5 TE CA BKRMES.

B S KT BRI AR IE T B CSR PALZ—48 CSR HhoR B & BB B, k55 omas i s 1
S A8 RUE 5 2 T 2 2 R B R B2

Blhn: FERZHIFOLT, MeSs i o BR A wiiiE W e P HiE Pl R b i AR bR IR (0. $544) .« ATEL
AARZ AR R T7 ORBAEA R EARFRIR, WS e — A i R KE & T IEAE TR R AR 3
PRBR IR AIE 7% o e ) S 3o — L S8 R 1) Al 55 S E B 12 8 7 s L 0 58 B 1 IR SR A F) B T 6, SR
Je AR 55 S B I A2 8 7 i 1 AR B BAIE R 2R
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Client Server

[Order with C5R]

Signature 0 ————— >
(- Required Authorizations
[Responses]
Signatwre 0 ————— >
(—— validation™ ="~ N
T Avait issuance” >

[POST-as—-GET request]
Signatwe 0 00000@@——————- >
{mm————= Certificate

E 3 iEPEL
R RUETZ G, WRTBERBIET, & ume K& — 24 0 masis R~ Z mE e, i
TR 4,
Client Server

[Revecation request]
Signatwre 000000000 ———— »

(= Result

B 4 IEBHEH

ACME HIpBSUBR U b A S8 ) RS PSR A AN [FI SRR AR AR AR, A ST AE < B30 0 451 32 2 DAk
PAERFEARPR IR K ACME F T~ HoAth AR FR IR ISR AIE, K 75 EEiE— D RS LA IR 1X 46 3 AR iR 2 i 72
BTGB IR, LA IR 55 i AT BE AR BB LE SR A (K IR T i

6 WX REfRHE

6.1 A

P R 2% i 2 (RIS HTTPS S2h, HTTPS $RAEAR S v & 40 36 E FdAS hnas . 5 Ik[RI,
ACME PIMSGEFIFH JSON Web 2544 (JWS) s 7 s 2 42 21 R 45 i R0 5 SR AR AR B n 1) 22 4 Jg 1k o it — Bby
SET ACME 9 J&, WS % P imid RGBSR At T UGIE . SE RS F] HTTPS 355K URL 58 B {540
6.2 FIF4mS

S ACME IR 55 Sim Ak A% 96 UE R 55 2% 55 SEARIE T HTTP AR M T A 1SR . MR ST AL 3 i A=
FERR NS, NAEH UTF-8 FAF AT i . EE HIEIES i) B AR IR T REH A CH4ity, 4
A5 AR ASCIT fskAs (b 30344 . 3. ) ROy A B5%8 (xn—vet. xn—Fiqs8s) MANE U bpsE. #£
PATAEAT G i 22 Bl 75 S UTF-8 Zifi o
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AN ACME ThREHS A th 2/ oy ) iR 45 s 15— R FIELF JSON Y 21K HTTPS 15 R KHAT . JSON 75 5
LI HTTPS SRR, ASCHE 7 FiiiR 17 ANE ACME ThREfs A (13 S =R Ak v 2 BT

7E ACME {5 FH ¥ K 2 % HTTPS H45Hh, ACME % /7 32 HTTPS & F'3fii,  ACME JIRZS-3i /& HTTPS RS %
FELGAEPE A, ACME AR 553 AT ACME %5 7 i B HTTPS IR 5% 3 25 7 3iig, BMESEEE “http-017 Fl “dns-
01”7 S5k /mo BLI AR o

IR 5% it N AZTC B AG GB/T 38636-2020 (1) TLCP #hil, BN3%4 RFC 7525 MR E TLS Phill. BN
ACME P SUA B A0 57 B S JBURA, SCHF TLS1. 3 K ACME RS 3it fo ¥ %5 1 i 3k A8 (0-RTT) , 3F: AL
ACME ##5 v] AANSZ PR | i b 2 7E 0-RTT oo

% i AR HTTP Sk & 1% User—Agent 7B, %7 BtbR 1808 HTTP & P uig SR 2 AR AR A 2 4,
N AZALFE ACME B A 1) 44 FRATRRAS

P U NAE HITP Skiffi /3% Accept-Language Sk 7B, J8 AR B AL IE S .

A ] X 3k 5 0] ) AR 5% g, A5 FH SR BT R L 52 (CORS) » K Access—Control-Allow-Origin k7Bt
WEAME “x7 , DUE RT3 Y28 1% i B G R Hil 15 17

ACME A FH ¥ JSON ¥ B b i) — i B R BB JSON Web 24 MIBCE, i URL 24 FRr4E T
basebdurl 4ifd, FrAEHEE = PRI RNBOAE A IEF IS 4.

6.4 BEKGMHLS

Fif B A2 EARR ACME 53R, NAZIE GM/T 0125 FIRLE % RIEA JSON Web 2544 (JWS) X 4 o
BT B . BRIAERP AT, WS X R AL E 5 ACME K P FAHIN B 72544, IS5 o BLAE AL 3
SR ETIGUE JWS 25440 F4& WS B 3R B AARSEAEE R 1 S Ak

YEN ACME 15 3R A4 A& WS F G B2 /2 DA R ALK

a)  JWS iR H w46 JSON FF 14k,

b) WS ARAELE Z A4

c)  AMAFEH RFC 7797 ###ER JWS Unencoded Payload Option;

d) ANAFER RFC 7515 br#ER] JWS Unprotected Header;

e)  JWS FERARL 7 15 5

£)  JWS fRIPLEB AL LR 7B

D “alg” : ZTFEANMEE “none” BIH EINEM (MAC) &iZ;
2)  “nonce” : TEH6.7.1 FrhE Y

3 “url” . TEERARRURIRBIGIAHE. TihiE X

4)  “jwk” B “kid” : JSON Web Z4HER S PIARIALT;

ACME IR 553 N4 8 GB/T 32918 LA K GM/T 0125 SZH SM2 2544 501k, WA W FF “ES256” 4450
%, fEH] “Bd25519” ARfASCHL “EdDSA” 2844 5k

“Iwk” R “kid” FBORHEJFH, RS v A 2[R AL E X A B 3K

XF T newAccount 3K, DARIETUEBAVEHA ST E 43 1) revokeCert 1E3RK, MiALE “jwk” FE,
JEHZTBRNAEYE WS 284 FAEH X B A4

XTT R HARIE R, SEAH ACME K SRR S, FEHRAE “kid” 7B, ZFBMAE POST
Fl| newAccount BJFH) ACME K 7 URL.

T AR P v R IEAT FH IR 55 B AN SRR RO BV 28 44 1 WS, DR 25 s B3R [R1RZAS AR S 400 CRE 5237 =KD
RS R, F5HRZSEN “urn:ietf:params:acme:error:badSignatureAlgorithm” . IR [FI4ER{E BN EE
—Aalgorithms” 7B, H A& N “alg” HEA. ARMEEWMMNAEHKEZIEHELE, HS0
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6.9 .

WIS v SRR AL L “alg” (HASCRFBUEFEA A “jwk” , IR o B3k [BRR A5 24 400
CEERER) SR, HHRZEAN:  “urn:ietf:params:acme:error:badPublicKey” o iR [Al4ERKITE
Y5 B ROZ IR LA AR R, —LeoR i 5 R 2 «

a) “alg” & “RS256” , {HALEL “n” K/ (flfn: 512 A1) ;

b)  “alg” & “ES256” , 1H “jwk” RNEEH R P-256 A%,

c) “alg” s& “EdDSA” , “crv” j& “Ed448” , {HARSSun H SCHF “EADSA” Al “Ed25519” ;

d)  ZAFVHARR A Oz .

1T ACME 2% /7 5t 15 >R 7E P-4k JSON 2 #1717 WS X%, IR E AT IR0K; Content-Type Sk B %
BN “application/josetjson” o WIHIERAH B MLER, T ARSS it MR FRASADN 415 CRICREM)
GEARZRTL) e B

6.5 GET F1 POST-as—GET &3k

WAAE R, ISR A WS SR FAREAT B A0 B0 UE R R I SR B AR SR A 28T By SE,
FEA2E GET 13K BRASTT AR RIS ILA, an RS umisc 2 GET 15K, ROk ELRAARS Ny 405 CAfuif
T WS RER, RN “malformed” (B UETIR)

W P v Ay MR SS oi gR BRI, B4 % P i SR IR AT A WS EAAR ) POST 153K (753 WP GET
SER) o W bR, Horp WS A A B AN FERER) N E . BAEYL, JWS MR

“payload” FBNAFEHRENTFRFRE(CC” ).

XA G RN “POST-as—GET” &K, fENCENE R # KN Z AT (5 2 A2 JSON
30D 5 MRS i NLEGHIE A&, HIGUE DT A RN o 75000, R 5% i S L1 SRR 5 6] [R]— B2 YR 1 GET
T8 >R BAG A A B8

AR S5 um N TR SS H 3% (directory) # newNonce WY GET iFRK (ZWEE 7.2 1) , DALY
XL POST-as-GET 1K . IXfH15% im e 51 FEN ACVE BRI iE RSt

6.6 iFXK URL 24

B, N HTTPS 24uk TLS &R FE 55 W) HTTPS AR5 i It REANE], Ariafs —A “iE R
7 2, XAEERE PR W Flln: B4 nl e —A CON &bk F & i it TLS &8z, DMEE A G
R P i i SR AR AR 46 ik 55 (DoS) T3

1KLL A3 ] DL i SR Fp R AE HTTPS 5 R Hh 2824 IR, 4N 153K URL F1Sk5-B. ACME ffH JWS
AR TEEANENLE],  PABT (R /18 Sk URL S5 250CH 75— A~ ACME URL,

WE 6.4 WHTR, P ACME W RAT RAEHZRY L #r G — A “url” LS8 LS HT%
F2 Ui 4417 SR A 2 (1) URL AT 9w o 75 HTTP 1R R I B0 G, RSP “url” k3851
3K URL HEAT RO . A SR AN DG L, T 55 ity N7 30 266 R 2 B2 AL 3R

B H R BEURAN, B ACME BRI Mk 25w p b 25 & oY) URL 3EAT Tk 72 R IR BIX L B )
POST 1K, & imRits “url” kS8 BRI 745 5 QAN ZXT URL $RATAFART 28T
it o ARG Uit NAZIATAH N 75 A S A 2, PR A48 % P i 1) URL 77 LB B 008, JF
R B SRIEIL “url” SkSHP R B BAMREN RS . R SR A R, AR5 B
AL AR ZFALIE R

“url” SLBEAEEN WS M GBI A URL. 76 JWS (2R Kb R “url” kS8 “url”
LS HIMER 2R AR URL 7475

6.7 EHURIF
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N T ARYT ACME B8 S 52 ATAn] i) RE AR B i ety , ACME f) POST 185 3R B A5 o i Mk 1 B 2 L« L
2T MR S5 i 4E 4 e OO AT B BENLES 3R, FFEER ok B 27 v AT AT 25 44 17 SR 4857 L R B ALk

ACME AR5 i FH HTTP $ipiMF¥) Replay—Nonce k7B Im 2 F i@ (L BEALEL, 4% 6.7. 1 Tk, ik
25 Ui NEAEXT POST 18 3R (R ABEAS il D mi 32 1 4,55 —A™ Replay-Nonce k7B, Ff HAMSIZAEEE R0 B H 2
e,

ACME 2 7 3y K3k (PR WS ZRRLAE HZ RSk “nonce” k4, HANAWEH 6.7. 2 1y
5E S AEN WS SRR —#84r, ACME AR5 M A8HE “nonce” SkIME A& AR 55 JC AT 7E Replay—Nonce Sk
TR . — H Nonce fHHILAE ACME &R, MRS U MU E TR, AR EMNRK B HE—
Ff.

Ik 55 3 KA nonce (EAN T #E5Z (BORIRAL) TFELETE KIN, AR5 o R ER (I HTTP RS 400 (B
RIER), 878 ACME 451225 “urn: ietf:params:acme:error:badNonce” 451N “badNonce”
FIEE IR N, A — AN A BTBENLEUY Replay—Nonce Sk 7B, AR S5 vl 25430 iR 4 25 1) N 252 1 Z BE ML
0 GF H AT ReE HAIE SR rh, MR8 R 55 o R BEATL ARG Bl SR D o WCBIIXRE BOma B 5, 2% 7 i . A58 FH
1) B LR A oK

FA T A8 AN R R T LB PR 18 7 VR R T AR 2% s o 920 : AR 5% i m DA R A Wi 182 A2 B — AN BEATL )
128 fifl, fREECRAMBENESIER, FAELEHBENLE Mz s 2L b 51 BB LEL

BT LSS TAE “badNonce” Wi B Y AOBEALECIZI PR, ACME  ANFR Al 55 S 2 1] BR 5 BEHLEL o
&P n] MB 5 Nonces BA T Z TE, Flu: @ik B4 Nonces M H T HrA K. {HiE, HE 00
N “badNonce” iR, 2 By AT FH A 5 e B Fh At (R BEAT LR o AR 55 B 2 % )32 #if 5E Nonce [1)
JO, XFEMATREL T EIR.

6.7.1 EMFENLE

Replay-Nonc k5B & — AR S5 o A2 B RMEL, AR5 s o] DAASE FH A A KA I AR Sk % 77 o i SR v R &2
FRAE T M55 i B AE B Replay-Nonce SkF-BUh AL HIME, (EAFEATN THE 5601 B HZME—1, Jf
HAMERIRE, JF HER 7RSS o L AMOAR A NERTGVE T . 40 BENLAZRL Replay—Nonces & RJPA#ESZ
.

Replay-Nonce SkFBIMEMN /& baseb4ur]l Gl i) 8 27 Ui S Z0E TC AL Replay—Nonce fH.
Replay—Nonce k7 BB ABNF 41K

base64URL= ALPHA / DIGIT / =" / "~

Replay—Nonce= 1%*base64url;

Replay-Nonce SkFEAANNZAETE HTTP iR S+,
6.7.2 “FENLE” (Nonce) JWS L&#

“nonce” SkZHUIRML T —ANME—E, A JWS LSRR T RS IR BT K AEHE L. “nonce” SkZ
BN HEHAE JWS 2Rk

“nonce” KZEMME N T4, IF HRH base64ur] Hifihs . Wi “nonce” kS EME M
PRI IR, WIBRIE#E N AR WS, HHAELJE RN “malformed” (B 3UHFIR) o

6.8 IREFRE

ACME R 45 st o] DAXS SRR A B R b AT IR R R 1), DABIER AP D bl . — B i R R 1,
RS um N N 28 TR “urn: ietf:params:acme:error:rateLimited” HIEEIR. HAN, IRSSIRMN1Z KILE—
A Retry-After SkFB, $878 ARG RA[HS T LR . W SRAFAE 2 AN TR R, A4 fr il
2R R i) 0 FoVE A F 52 A A R I S 80 VR U R 24 AT K .
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B 7RIS NSRRI R VRS R B, IS LUER “help” £ Link SkPBUH K
BB AERE, 8 AT A R R R PR A AR SRS B

6.9 iR

ACME #5iR 1J LAE HTTP JEFIEE 7.6 15 sE SURBAERT R A4 o ACME JR8% i v] LLIR [R 47 A7 HTTP
B SACHD (4XX BE 5XX) BYMERL. Bl WAl A SO A RV TR RS K, IR 5%
Uit A] BE 22 1R [FPIR 1S 405 CHIEARY) -

1R 55 vy LARE AR AS e 2N, B BAZSRAL A S B o D T AR IERT TR ) B B R, AR E T
PLFHT “288” B IbndERRIC (£ ACME URN fr 4 5510 “urn:ietf:params:acme:error:” W) , W
x1:
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x®1 HBRER

GM/T XXXX—XXXX

TypeRH! Eiiipay
accountDoesNotExist ZE R E T — DRI
alreadyRevoked ZE R TG 2 B A AE D 28
badCSR CSRAT Il (il diFHaa8))
badNonce % P R T — AN T R R E TR R AT
badPublicKey JWSAE T 1 i 55 S AN SCHF A A 25 4
badRevocationReason IR 55 St AN 52 7% 1 s B 1 7 4 it

badSignatureAlgorithm

JWSHE AT AR 55 3 AN SR 1 SERE 4

caa CAAL AR IEIZCARE KA A5

compound TR BUEA P RRR TR R IR T
connection IR 55 it TGV 2 B SREGTE % B

dns T AR VA58 VI I RIDNS 25 1) Hi 3L ] 85

externalAccountRequired

ZiE RN AL E “externalAccountBinding” FEHIME

incorrectResponse AT 381 F i [ 56 B A 1 A
invalidContact i P BT EE ZRURL A2 TCRE

malformed R B U IR

orderNotReady 1207 SR R P 58 G A HE 4% 0T 52 ) 1T B
rateLimited T SR L T 2 O

rejectedldentifier R 55 vt AN 22 R e FARAR IR (38044 ) 28 R UE T
serverInternal e 25 vt 468 1) P ER AL R

tls JIR 45 s P2 B UE A2k A% B IR WAL B TLS i 1%
unauthorized &P i Z R 0 AL
unsupportedContact K R RURLAE ] 7 AN SRR P

unsupportedldentifier

FAARRI YA

userActionRequired Vila) “s2f)” URLFFPRAT T2 K A4 1E
alreadyReplaced R TARC N BB R BAESIET

WHRIFATER . MRS i ] e o iR B4R, H “RB” PR EN—DMAFET EE LK URL.
X ARAETE 24 () TANA JEMR Hh 0 RS 5%, IR 55 om AN 133 ACME URN fip 44 58] GRS S AL 6 1) .
B NAZE R TR R RS R B

FEASCAF AR5, BAMEA BRI RDRIBMAERED, A ZEEM URN. Flan.  “H
N “badCSR” HIEHR” 248 “Z8AY” {EN “urn:ietf:params:acme:error:badCSR” FI45i%.

A CA Al BT R Al 2/ ME 1% DA NG SR . th4h, CA PIRETR ELR AR R 0 R T4 € ) 48R 1
s newOrder 1R AIBEEL S 2 AN EMAFRIR, CA VR AHZEKIE . EXMIHO T, ACME #51R(5 5 7] fE
B TR FE, BEERE SR JSON #dl, AR EETRAS — “identifier” FE.
WERAFAE,  “identifier” FENAE —A ACME MR IR CEAT 1) .

“identifier” FBIARHIE ACKE #HRAE EMTNE . & RAEHILE T @ F . 5 a) BA 75 2240
BAMFAREE, WARELEIEEA.

ACME 2% F g v LIE BT 1 AR “identifier” FBUENIER, WRBBZ MR, BB
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GM/T XXXX—XXXX

2. Blhn: WER—AMT RS A DNS 544, I H newOrder ¥ Kk [A] — ML &P ASF )@ (5] H
HAmANEA) ARG R, W ACME 2% /7 o o] DUL RIS 57— MU AL S 4 RS B R 51 i HoAds A A
WA,

HTTP/1.1 403 Forbidden

Content—Type: application/problem+json

Link: <https://example.com/acme/directory>;rel="index”

{
“type”: “urn:ietf:params:acme:error:malformed”,
“detail”: ”“Some of the identifiers requested were rejected”,
”subproblems”: [
{
“type”: “urn:ietf:params:acme:error:malformed”,
"detail”: “Invalid underscore in DNS name \” example.org\””,
“identifier”: {
7 type”: “dns”,
“value”: ” example. org”
}
1
{
“type”: “urn:ietf:params:acme:error:rejectedldentifier”,
"detail”: ”“This CA will not issue for \”example.net\””,
“identifier”: {
“type”: “dns”,
“value”: “example. net”
}
}
]
}

7 EBEENY

7.1 R
FEARTH, FRATE A ACME 5 F AIE TH 8 I g
a) Ik EE

b)  HIEUET;
c)  FARIR (84 /IP) 3L
d)  ERER;
e) UEPME.

7.2 RHE
ACME F)£5H4 & FEF HITP BN HRERY, B LN B B

10



GM/T XXXX—XXXX

a) WRPBIE, FORARKSHRMEE GET.2.279, B4 F)

b) ATEBEYE, AR SBERIERRER B 7.2.3799) ;

c)  BAUBHIE, AR EARAR IR (B 7.2.475)

d)  IOIETTIE, AURIGUE LUIEFIN EAARRAER (3 7.6.2795. 550759

e) UEFBIE, REERMUES (E 7.5 ) ;

f)  “directory” Wi§ (5 7.2. 1) ;

g)  “newNonce” W (3£ 7.3 ) ;

h)  “newAccount” WY& (FH 7.4 ) ;

i) “newAuthz” ¥JH (B8 7.5 T9)

i) “newOrder” %Yg (7.5 )

k)  “revokeCert” WJf (ZH7.7 ) ;

1) “keyChange” ¥y (£ 7.4.59) ;

m)  “renewallnfo” ¥R (35 7.8 i) .

MRS um N A “directory” A1 “newNonce” & .

ACME JAAN[A] (8 BR D R A AN R URL o DI REFRHIAE —A> H 3% S ILAHRZ URL H, PRI 7 3y
AN H 3k URL. X 28 URL f1JLASANF B9 RIEHE (275 RFC 8288].

“up” BEBER R EWAE TR — AR A, CUHRIRIGUEATE R AT IR . R TR RS, EE T

WEP TR, LB R P i v DA AR BORT 36 E i 46 B U5 A UE 5K CA IR EE () BE U

“index” BEEK RAFAET B H K ZHMY A 505 HIF 487~ H % 1) URL.

K5 BT T ACME 5% i L B2 [B] R F e KZHFOL T, XL R ISR A JSON oy
FFERBRALE URL R 515 RAr B hRAE AT RN HITP S K R .

directory

+——> newNonce
|
| | | |
| | | |
i W i i Ui
newhccount  newduthz newOrder  revokeCert  keyChange

+
|
|

|
i | i
account | order ——+—> finalize
| | |
| | +—— cert
| i
+——» authorization
| -
| | “up”
Vo
challengze

5 ACME &iBEfIxZ

R 2 UL T AE AR SS e A STORTIR T L IR AR TR R B RIS AR AE RS R AN TR 3R
11
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GM/T XXXX—XXXX

BOEFAEB TR AR A “->7 248 CEIE BHEI Location Sk BUMIBICAT.
x2 EKRFT

Action (B R M %7
GET directory SRELH 3% GET directory 200
GET nonce SRENFEALEL HEAD newNonce 200
Create account iz p POST newAccount 201 —> g/
Submit order RAZITH POSTnewOrder 201 —> iTH
Fetch challenges 1 SR UG AIE POST-as—GET order’ s authorizationURLs 200
Respond to challenges Mg 57 56 1 POST authorization challengeURLs 200
Poll for status BRAPIRES POST-as—GETorder 200
Finalize order SERCTT R POST order’ s finalizeURL 200
Poll for status RAPIRES POST-as—GET order 200
Download certificate TP POST-as—GET order’ s certificateURL 200

AT H RS VEANNH T IX B IR A S5 4 DL K ACME Wi an el 4 FH &A1 7.
7.2.1 HBREZEZE (directory)

N T BN P AR ACME BEAERC B IERA A URL, ACME ARZSSmIRMAE T — MRS HRx R X%
B R T ME— URL. B2~ JSON X%, HAEB AR E BFFEMER (HA 7.6 T, H
H AR URL, W3 3.

#=3 BHREWR

TE URL in Value URL{Y
newNonce New Nonce HTEEHLEL
newAccount New account B
newOrder New order BT
newAuthz New authorization TR
revokeCert Revoke certificate AL
keyChange Key change R HE L
renewal Info Renewal info HER

MR %% B 321 URL A BRI, [ T & MiZ%5 HAl ACME IR ZS 3 % UR I URL AR, FF He AR 1% 5 HAh
R4 o, ilhn:

a) [FIETYEA ACME Fl Web R2%#% B ML AT BEATEE LR BY HIML “ 007 ARERAE /7, % ACME H

FINAEMAE “/acme” T

b) ANAER ACME %5 i = AL AT DA H SRAERR AR /7 R

IR ACME A 55 i ¥ A IR, IR 55 o B 24 B H S ) “newAuthz” B,

X RAT LA ML E —A “meta” FB . WIERAFLE, XFBZE— JSON X FR; SRR+
BAR 25 ACME JIR 25 i B L R IR 25 AH G (1) Je 308 I (metadata) .

LR e CGEA 7.7 ) BE N, Fia Xl iEn:

a) termsOfService (H[IE, FRFH) : FnilaT RS 22K URL;

b) website (i, FRFHE) : —ANHITP B{ HTTPS URL, FHTHRMLE 5 ACME RS i 15 245 B
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c)

d)

GM/T XXXX—XXXX

1Y P04 3k 5

caaldentities (Wi, FFFEEA) : HF ACME IR55uiiRm B S FHL4, HT RFC 6844
FE I CAA IR FKIUE « B4 H MARKAR R ASCTT ARHS SUF 51, M5ty BEAE CAA issue
B¢ issuewild JEHEARE R HAN “B R E A7 o X FRVFR S i DL E FEBC B CAA 10 s A
ENRGESY e R

externalAccountRequired (RJi%, Fi/RIE) : R TFEALEIFBEN “true” , N CA ER
T newAccount 53R B G —4 “externalAccountBinding” FE%, FLEK 7 54 ERMK - AH IS
o

& P A B URL KIE GET iFRK V5N Hk. EMEFEAEFR URL KHIHERZAT, 2 i
FARTE U 17)1% H S R U R[] Cache—Control SkPFAliiZ H FXF G SR BB o WL AU R
Cache—Control 3k, W% FumZULE] “Cache-Control: no—cache” —FEACH . WS H F X G A H
B, PR I H e GEE R H R URL KIER—A GET 153K , SR B H X 5.

HTTP/1.1 200 OK Content-Type: application/json

7.2.2

{
“newNonce”: “https://example. com/acme/new—nonce”,
"newAccount”: “https://example. com/acme/new—account”,
"newOrder”: “https://example. com/acme/new—order”,
“newAuthz”: “https://example. com/acme/new—authz”,
“revokeCert”: “https://example. com/acme/revoke—cert”,
"keyChange”: “https://example. com/acme/key—change”,
“renewalInfo”: “https://example. com/acme/renewal—-info”,
"meta”: {
“termsOfService”: “https://example. com/acme/terms/2017-5-30",
“website”: “https://www. example. com/”,
“caaldentities”:[“example. com”],

“externalAccountRequired”: false

T AT &R

ACME Wi ' B3 Y5 7R 5K SRR — 2ot . kP BEURLEA DU 4544

a)

b)

c)

d)

status (7, FRFH) o Mk RPIRES. ATBERMEN “valid(FR0)” « “deactivated (fF
)7 1 “revoked (M4H) ” - fH “deactivated” HT¥8 % P um A& =, T “revoked”
T 48R k55 i RS . ES R 7. 2.6 115

contact (A&, FHRFEAEL) « —24H URL, MR&Sunn] DS HIXEE URL BXAR RS i LA U5 0t
ke P AE G R 1] R B i 5% i T e A B8 1 i D% T IR 45 i A RS 1) R B ERUE R B, AR
XHE URL HFERER, WBSWE 1.4 15

termsOfServiceAgreed (AJ#E, AH/RME) : 1F newAccount iIERFHZ I FE, HAN true, F
N P o () IR S5 Rk % i GV B I T B

externalAccountBinding (A[i%, XF4) : £ newAccount iERPEGHFER R —IPELTE
TE AR ACME M ()4 AN HLHER i P 95 5 21kt ACME K 7 o 1% BN RE B & 7 i BT (S A
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GM/T XXXX—XXXX

ET.4.4%)
e) orders (AT, FHFEHE) « —ANURL, AJLUEIT POST-as—GET 3R M A SR B bk 228 A 1T 5
B, W 7.2.2 TPk,

“status”: “valid”,

“contact”: [
"mailto:cert—admin@example. org”,
“mailto:admin@example. org”

1,
“termsOfServiceAgreed”: true,

“orders”: “https://example. com/acme/orders/rzGoeA”

REAIK X RAELS — A “IT8” URL, W] LU POST-as-GET 1% 5K M R SREUIK 7 61 2 (1T B a2
TR RN AL JSON MR, H 758”7 FBO&—A URL #4H, 4> URL An iR —AN&E Tk . 13T
Ho BRSSO AEH L (pending order, FREFFFAERUERBIIITH) . M ITH (ready order) . AbFE
T (processing order) , FEHARIZAIELE URL B4l A ToRUT B . RS 3 1] LLIR Bl — AN A s
2, ERWE “TF A7 BERESERM Link k7B, el ISREE 24 HINA & .

HTTP/1.1 200 OK
Content-Type: application/json
Link: <https://example. com/acme/directory>;rel="index”
Link: <https://example. com/acme/orders/rzGoeA?cursor=2>;rel="next”
{
“orders”: [
"https://example. com/acme/order/T0locES8rfgo”,
“https://example. com/acme/order/4E16bbL5iSw”,
/% N TR, REREZ URL %/
"https://example. com/acme/order/neBHYLfwOmg”

7.2.3 ITREXNR

ACME T B RRIR B S I UE TR, HH TIRESZIT R AR SRS .. Fik, N R2a8FH
KFTIERAE P S B AR S5 B R &P i 56 B A BA S pH 3T 50 7= A AT AT E 15

ACME 1T B u] 43 NPT AN TR AT 5, PROETT 5T B LRSS CSR S A B8 44 Bk 75 =X,
TS VT B2 5 56 s A B 5 T B

a) status COFR, FRFH) « HAITHRAPRE . FTREMMER “pending GEHL) 7« “ready (B4) 7

“processing (AbFEH) ” | “valid(HZ)” M “invalid(ERD) 7 . iESRE 7.2.6 71,
b) expires (Wi, F4FH) : IR 55 Ui A A METT BTGB [] 0 TARES F B P B “pending (BEHR) 7
g “valid (R0 7 X%, BN
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GM/T XXXX—XXXX

¢) identifiers (o, XFRE) : 1T HFTJE B EAAR RN GEA

1) type (b7, FRFEH) « EERFRIRAIZRM, ACEE X T “dns” FAFRRER, f5%4F
I HANE R, WESHE A T8 FithE LT,

2) value (i, FHH) « FEFFRAS (—BCHIERIERES)
3) challengeType (Wi, FRFE) . PRERSRA, (U&EH THOELT H,

d) notBefore (R, FHFHE) : IEFH notBefore B HIiE RKIE;

e) notAfter (W[i%, FFFH) : IEPHH notAfter FEHITERIE

£)  csr (AJiE, FAFEH) : CSR gatd prid K E brEEIE IS4, CSR L DER #%3UH) base64ur] 4w
M AR ik o A& TP T 5

g) csrSign (A, FRFH) « CSR gmAdIrif K H A5 4 UEF5 244, CSR LA DER #% 2 f#) base64ur]
PRt AR A R I% o AE FH T DT

h) csrEncrypt(RI %, F4F & ): CSR gmhid Frid SR 7 2 I #AE F5 2%, CSR LA DER %30 base64url
SRt AR A R I% o AE FH T PR

i) csrSM2 (Wi, FFFH) : CSR JmAdfiriE R i % B3 i I UE 5 24, CSR LA DER #% 20
base64url Ziid A K i% . AGEH FHPUETT

j) csrSignRSA (W[i%k, FFFH) : CSR g friF K EH brEESLIUE 24, CSR LL DER #% UK
base64url Ziid A K i% . AUEH FHPUETT

k) csrEncryptRSA (AIif, FFH) « CSR 4t ridg sk E PrEVEINEIE 24, CSR L DER #% 30
(1) baseb4ur] gt A i% . OE T PUEIT 5

1) error (A[iE, X5 : WMHATHEERAME IR (WRA) o ZFBREE N RE R

m) authorizations (LATF, FRFAR) (X THEEL, 2% P bl 7 2L A5 2% K T T =R IR UE 5 2 11 58 B 42 AL
(ZWEE 7.6 1), GRS T 28T E 1 AAR RS R A BIRAGT B BT iR AL
F IR 25 ity SRS R A s 1T B R ARBR UURI T TR A Z TR T REANAE 101 IR R X FHR&iT 8 (b T
CHR BCRRORE) , CFEBERA. RN H AR A URL, AT RAMEEH POST-as—GET i
SRR SR A 5

n) finalize (A[i&, FfFH) : —ANURL, — HlEATA T S IRBUHK AT LASE RT3, Bl oK CSR
PR H)i% URL, BTN 58 0 45 ok 1T B URL A3 78 . DRisiiT 5 G 75 1 A s

o) certificate (A%, FfFH) « AN IT B2 & FE 50 URL. BEILR BE £ [E R SSL
WEH

p) certificateSign (FIiE, FRFEF) + N IT B R R %241 URL;

a) certificateEncrypt (A&, FAFFH) « MR TT BT 28 A (M 4 25 E 1) URL;

r) certificateSM2 (AJiE, FRFE) o AW ILTT BT 2 R 1) 5% B0 VAR 15 URL;

s) certificateSignRSA (AJiE, FEARFH) « WA T BT A & I [ PREVERE A IE 51 URL;

t) certificateEncryptRSA (R, FAAFH ) « D bk VT 50T 25 14 [l bR S0 in & k51 URL.

CSR J2 X & ;o B8 e BRI 25 415 R T4 . “csr” ABEFREIEUETH CSR, wIEAK
. “csrSign” NZALIFFHN CSR, “csrBEncrypt” NMZEIEH) CSR,  “csrSignRSA” NE FREEM)
REAUETIH CSR, “esrEncryptRSA” 4y [H FREVEINEHIE TS CSR, SSL UEH (RIX P9~ 881 VLK) CSR 124
FEIR RS, WREFIEB AT AR A . “csrSM2” SN B FI& R SE 151 CSR. an i Rk [H br v kiE
Fo, WAFRL “esr” 3 W AR EHFSEIEIES, WAFTFR “csrSign” 1 “csrEncrypt” ;
T 2R [R5 Bl R ARV iE Fo A 7 F B A SR aiE 15, W R R HRAC “esr” |« “csrSign”fil “csrEncrypt”
R [E B HREAS “csrSignRSA” « “csrEncryptRSA” « “csrSign”fl “csrEncrypt” o #05R RIEAC“csrSM2”,
W) A 28 e T FH 35 0 2 B B &k o 6T SSLAIES, 31X 4 Fh CSR SUHEARE A, Lz /b Hh—
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GM/T XXXX—XXXX

csr” . “csrSign” F1 “csrEncrypt” . “csrSM2” .

“status”: “valid”,
“expires”: 72016-01-20T14:09:07. 992",
“identifiers”:[
{ “type”: “dns”, “value”: “www. example. org”, “challengeType”: "http-01” },
{ "type”: “dns”, ”“value”: “example.org”, “challengeType”: “dns-01" }
1,
"notBefore”: 72016-01-01T00:00:00%",
"notAfter”: “2016-01-08T00:00:00Z”,
“csr”: “MIIBPTCBxAIBADBFMQ. . . FS6aKdZeGsysoCo4HIP”,
“csrSign”: “MIIBPTCBxAIBWghADBFM. . . FS6aysoCo4H9P”,
“csrEncrypt”: “MIIBPTCBA8S8Dsers. . . FSWghsyCo4g788fHIP”,
“authorizations”:[
"https://example. com/acme/authz/PAniVnsZcis”,
“https://example. com/acme/authz/r4HqLzrSrpl”
1,
“finalize”: “https://example. com/acme/order/T0locE8rfgo/finalize”,
“certificate”: https://example. com/acme/cert/mAt3xBGaobw
“certificateSign”: “https://example. com/acme/cert/sign/mAt3xBGaobw”
“certificateEncrypt”: https://example. com/acme/cert/encrypt/mAt3xBGaobw

newOrder R PARATEA )y “dns” [ FAMAR IR AT DIAT —ANERCE A VE e iME . @ Rcis 4 b —A
SRR AR, T %7 JRIR— M4, G SONE T AT 44 A R
25 S Ay SR R S TR bR VA T L A2 RIS (7 ) TR SR IR
AFERIER “wildcard” FE, fHN “true” .

“authorizations” fil “identifiers” MALMTERIEREFRATEM. QIRLIS, RSHAMGE
AR BRI R SRS — BN AR, TR AE R IR AL -

ITHLI) “authorizations” ML ZRME CA 18 AR RAE TN % IO AL, EMAERELE R E
PERCSIAT MR TS 51 P 5. B W1 CA SOV IR T B MRS S SE R MT e, T84 e B %
TERTATIT B R MAZ L.

VR OUEL AR URL BUZEAT SRR A AL R R ROVK A 0 7 SR AT 30 51
BT B CL 24 R IR DR T 6 R

a) AFRSEHIIT IO —HSY, PR T AL

b) RS SR AN O 2 SRR

% PURBIZR T M “status” FBUABE AL 5 2 RIUL AT

7.2.4 FEWHR

— A ACME $Z AU GARTRNR S5 S — MK IR, DMRE AT ARIR (. 8040) o BR T AR
WA, SROEASE LA el 7 B BIInIRBUNIRAS (Flin: “pending”, “valid”, “revoked”)
LB A PRI LS BT 5 AR BSAIE XS AR IR AT
16


https://example.com/acme/cert/mAt3xBGaobw
https://example.com/acme/cert/encrypt/mAt3xBGaobw

GM/T XXXX—XXXX

— > ACME B BHIR I 25K 4R -
a) identifier (L, X H): WAL 2 AbRIR;
1) type (bR, FHRFED) o EMAFRRMER (WFCMEAT.8 T ;
2) value (WOIH, FFRFH) « FMHRIHAL.
b) status (T, FRAE) « WBRAFPRES . TREMIMEZ “pending”, “valid”, “invalid”,
“deactivated” , “expired”, and “revoked” ( “H:H” . “HR” . “ILM” . “CIF
M7 . “Cil” A “ome” o IESRET.2.6 71
¢) expires (AJi, FRFE) (IfTA], IRSS HmtA NMEARBC R 6] o X T “status” FBg “valid”
PIXT 5, HFBOR LT
d) challenges CIbFE, XTREA) « X THRAL, &7 o] BL5E OS8R LAIE B A 1% 344845
s ST AR, WAECTE K. X TR, 2RI uEH kM. AN % B # 2 —1
XTG, HAR AL 8 ISR T 7R 28 % P i S SR 58 R — TSR, 17 R 55 i B R A2 DA
A SR AT AT — TS UE 7 3 s 6 T PRI TT 5, AR QIR IT L B2 T “ challengeType”,
“challenges” RA—PHEXT 4.
e) wildecard (i, fi/K{E) = XA TEEEICAFHAER DNS ARIRAFI newOrder 15 K1 G )
B, WFEBNARAE H NN true. X FHABEZRL, ZF BN AFLE,
WAL A ESR 7. 2. 3 Fihdik.
A 2 S EAARFRR BB — B M R4 CGRAL: “dns” ) o 34 R LHAEUEF H H
P RFEAT A . 55 i SLIRUE L ASCTT FEAIIHTE “xn—" FFHMEAT EARARUE 2T O IEf %
e AT G PAFAE RIS (BL “x” /EAE AR o WERBACH Gtk 1 0 F i s 4
f*) newOrder DNS bRiRfFAZEAS AL, IR B4 “wildcard” FEAHMENARAE H A “true” o
F 7.6 TR TIA ISR — AR T .

“status”: “valid”,
“expires”: 72015-03-01T14:09:07.992”,
“identifier”: {
“type”: “dns”,
“value”: “www. example. org”
1,

“challenges”: [

{
“url”: “https://example. com/acme/chall/prV B7yEyA4”,
“type”: “http-017,

“status”: “valid”,

“token”: “DGyRe jmCefe7vANfDGDKfA”,

“validated”: “2014-12-01T12:05:58. 162"

IR

"wildcard”: false
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7.2.5 HRERITER

ACME Bkt G ik 55 s LAY 5€ U5 SUIRAIE 20 7 2 S A EARFR R 5 L sl (g Hphxt RA R,
PRAOS G B IR LA o PR RN R IR T BT ASSIE T ik 25 7.6 94 1 Bl 5
(1) — FR 5 W A — AT AR BIE 7 v

7.2.6 RS

AN ACME X G RUAE H A i A R 4ead — AT B RPIRES L. MR “status” FEARRXT R Y
AU AL THEFRES o

PR R L “pending” ARSI . UE N (S0 7.6.2.2 ) HHIRS w6
TRIRUE RS 7 O A2 75 58 CHRARIN, BT 4y “processing QEAEALE) 7 IRES . iHEEE: ££ “1EAEL
H”ORET, RS e 2 ARG RIE GESWEE 7.6.2.3 1) o AR, &/ um#E GRS
SEORA T 2 WIERISE R, WIFRERFEN “valid” RZS; WA AR, RN “invalid” R3S,
DB 1o T PUEIT R, HEEEA “processing” ARE.

pending

| Receive
| response
i
processing <—+
| | | Server retry or

| | client retry request
—t

Successful Failed

validation validation
| +
| |
i V
valid invalid

1 PR R AR S %

TR RAE “pending” KA FAIE . WERBAUHFIH FIP% 2 —FHR “valid” KA, AR
WA “valid” ARZS. WERE PSR E I UE(H AR MG, B3 n FBAE B 7R S AR (A H BAS %, )
A Ay “invalid” RE. — BT “valid” RE, BEaidll  “expired” ) . #RE
s ( “deactivated” , B 7.6.2.4 1) BRI HES ( “revoked” ) , WK 2.
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pending

|

Challenge failure |
or |
|

GM/T XXXX—XXXX

|

|

|

Error Challenge valid I
; +

| | |

v v |

invalid valid |

| |

|

| | |

| | |

Server | Client | Tine after |

revoke |  deactivate | “axpires” |

i i v

revoked deactivated explred

2 BRRXRECRTSHER

WX RAE “pending” KA T, — BTN GHFH T A REGENL T “valid” KA, ITH
Aty “ready” R ER IR BN “finalize” URL $E5CIF HE 3 H CA FHEIE B I K
WFRE, ITHHEN “processing” WA, —HIEPER, THEHIEN “valid” WRE. WIRIEIXLLH B
AT — NS R AR, ITEEHEN “invalid” RZAS. 0T B HER R . — B 2R T

A “valid”

( “expired” , “revoked” , “deactivated” ( “nLHf” .

“« I%l’f‘% » 1 1%);% » ) . I)‘]\U

N

WHREMBSHEN “invalid” WRE, WHE 3. XFHEiTH, BN “processing” MR

pen?ing —————————————— T
| 411 authz |
| “walid” |
¥ |
rery T
| Receive |
| finalize |
| request |
i |
procTssing ———————————— T
| Certificate | Error or
| izsued | dutherization failure
v v
valid invalid

3 ITEXNRAVRTSHER

WX RARAE “valid” RETAIER, FONERIIN newAccount 13K JaAN T Eitt— P HOHRAE

SRV o U0 R e 7 i P AR 55 44 0

ERBEBIHNAIRE, W 4.
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Va%id
|
. : +
Client | Server |
deactiv. | revoke |
W W
deactivated revoked

B4 RPN REVGRTSE IR

Hp— RS TTREAGE A S B IE “status” FBH, BARBUR T RS ST . Blan: [FDEET
1 AR 4% o 7K 8 A 2= TR IT B Ab T “processing” ARZA . ST B B4 i BH 352 A8 R 45 i 7k o A 2 TR
“expired” IRAEHIHEIL .

7.3 REVBENLE

7 7 Bl 55 3t A3 POST 153K 2 HiT » ACME %25 7 i 7 247 — B IS I BE LA LU JWS f) “nonce”
Krbo FERZHEIBFIT, &/ e NZATHIE R P IRAFBEHN LA, JR10, 207 i I AT RERR EERAS — T
IBERLEG . F8 e R 55 I 26— AR SR IN - B8 G R B (BB B A R

N T ARAFHTIIBEALEL, & i ) R 550 ) newNonce BEERI% HEAD 183K o IR 5% v P ey I o7 46—
/™ Replay-Nonce k7B, H & —MHIEENEOF HRAZA IR 204 CENA) o AR5k M
RIXZ BRI GET ¥R, R [al—AaE X4k (FERHIRFEME Replay—Nonce 3D, RSN 204 (BN
5 .

HEAD /acme/new—NonceHTTP/1. 1

Host: example. com

HTTP/1.1 200 OK

Replay—Nonce: oFvnlFP1wIhR1YS2jTaXbA
Cache—Control: no-store

Link: <https://example. com/acme/directory>;rel="index”

K H newNonce IR AL LE A7 W A G SRR P EE WA R R BEHLE, i 52
“badNonce” 4% . ] 45 Ui N AEXT newNonce &R H M N P A5 HE “no—store” 841 Cache—Control
k7B, LD IEZE A7 B R .

7.4 BRPEIE
FEART T, FATHHEIE ACME 2 P il 7E ACME k55 i b6k F FEAEMK 7 61 2 Ja i e AT — 6

& P a5 0 Y newAccountURL &i% POST 18 SRR AE MR 55 v O — /N P o 38 R 1 4k
e MERIK PR, Hh s DU R e T AR

a) contact (A, FRFEBEL) « HE 7.2, 2 T PIAH N RS b B & AR TE .

b) termsOfServiceAgreed (Fi%, Ai/R1EH): 555 7. 2.2 155€ SUWAHRIR 55 3 B & SO ] o

¢) onlyReturnExisting CAIiE, A/RIE) « WIRMFBINEN “true” , WIS 5 A7 81K

JU IR AR o XAV iRk & P kK IRL GEZS S 7. 4. 1719)

d) externalAccountBinding (A&, Xf4): S5 7. 2.2 %7 SCHIAH N MRS v - B & SCHH ] o
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GM/T XXXX—XXXX

POST /acme/new-account HTTP/1.1
Host: example. com
Content—Type: application/jose+json
{
“"protected”: base64url ({

“alg”: "M,

Tawk”: L],

“nonce”: “6S81q0GY7eL21sGoTZYifg”,

”

b,
"payload”: base64url ({
"termsOfServiceAgreed”: true,

url”: “https://example. com/acme/new—account”

“contact”: [
“mailto:cert—admin@example. org”,

“mailto:admin@example. org”

]

b,
”signature”: “RZPOnYoPs1PhjszF...-nh6X1qtOFPB5191”

AR5 ity L 220 25 it A3 AR X e “orders” P B AEAEAAE, LA E AR A AT AT HoAth
T WA RIR I B, IR B R SRR AT T2 T AT DL P bR A . RS i AR AE AR AR
[Py P R R “onlyReturnExisting” FBEBAT A TCiE UM I B o 1X SO VE & S Rz 00 e 45 i T B
ALY R T B

AR5 i B ZIGIE “contact” B IR R URL A& 58 RO AR 55 it SCHF - 40 5 AR 2% v B8R G & URL,
TN R “mailto” R, BIWmMABEAE “hfields” B “contact” FE T ML “mailto” URL,
BFE “to” M RAEZAS “addr—spec” o IR UIEFIAFF G X LKA “mailto” KR URL,
4 ROZIN A TR R4

0 5 AR 55 it B a5 FHAS SZRER T RIBC R URL, "B MNIR[E]—/ NN “unsupportedContact” RS
W, PAICE R PR IR 45 v A N ] DA 52 (19 3E 2R URL 27 dn R AR &5 v 6 450 F S R F 00 RAB(E & TE
ROIEAR URL, UIRSS 3 3R M 288 “invalidContact” AT IR

1 SR 25 vy A BB SRS 7 v [R) B A ACME IR S5 253K, B MNAE H AR “meta” FEM

“termsOfService” T F B W8 /R AT LL U5 1Al b 28 26 3K B9 URL, ¢ H R 55 o B 46 48 % A %
“termsOfServiceAgreed” FEHE N “true” I newAccount 1K, BRINEBEWL Y, BFAN HBhEE
ke MR, MATTRIZ R E— L P A HOR A AR

Jhe 45 ity 1) g — N P A7 T 50IE JWS A (BRI JWS Sk “gwk” JoER) BAIRIIESR H %K /11
FERiER . M5umeE 201 (A1) mRiH R B P A5, FF7E Location Sk B0 &k 7 URL. 1K
J2 URL FAE JWS Hrf) “kid” {H, M TIRUELIK P REEER GESRE 6.4 1) o WK URLEH T
TSRO e AT A HEERAE, W TR

HTTP/1.1 201 Created
Content—Type: application/json
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Replay—Nonce: D8s4D2mLs8Vn—-goWuPQeKA
Link: <https://example.com/acme/directory>;rel="index”
Location:HTTPS://example. com/acme/acct/evOfKhNU60wg
{
“status”: “valid”,
“contact”: [
"mailto:cert—admin@example. org”,
“mailto:admin@example. org”
1,
“orders”: “https://example. com/acme/acct/evOfKhNU60wg/orders”

7.4.1 BENRERBEEAHKF URL

SRR A5 i B — N F 2 A 2E 2 1 newAccount 153K, 11 E T — AN LAFRAL K P 3 B33 M ik
F W B RR E— ARSI A 200 (KD HImERL, FHAE Location Sk B #EHHEiZMk 7 (1) URL. 1
I () A AR M 3R 22 H IR i AR AE IR P T 5 R 2 SR G R AR AR 7 B IX SR VA R P A
FHEBAE FRIIK P URL B8 sk &K 7 URL.

WA Ay SR BIAA MK 1 URL, B AAEANEK T (Wi P AFE , A e Mizisid
A %8 B “onlyReturnExisting” FEIREAN “true” ({ “onlyReturnExisting” :true}).
WS P i AR IXAE IR SR HL P ASTEAE , TR 55 i Sk [R1AR 25 ARRS D 400 CHE R 18 3RO RS 5200 B,

EIRKTN “urn: ietf:params:acme:error:accountDoesNotExist”
7.4.2 IKRPE#H

W P iy B R EH G S, B2k URL RIE—/ M & 855 S0 POST 16K . ARS5 i
AW, “orders” FE. “termsOfServiceAgreed” FE (ZWH 7.4.375) . “status” FE (FF
7.4.6 T RVFIIBRSN) BUE AR AATAT Hofth 7 B AT AT S8 o G SRR 55 oo 42252 B, MR 95 v Sk [m] —
AN 200 COKD PRASHE 1o i 8 R0 45 SRk 7 06 2

filhn.: EHH FRmk P R RECRE R, & b e DURIE DR E K

POST /acme/acct/evOfKhNU60wg HTTP/1. 1
Host: example. com
Content—Type: application/jose+json
{
“protected”: base64url ({
“alg”: "SM27,
“kid”: “https://example. com/acme/acct/evOfKhNU60wg”,
“nonce”: “ax5RnthDqp Yf4 HZnFLmA”,
“url”: “https://example. com/acme/acct/evOfKhNU60wg”
b,
"payload”: base64url ({
“contact”: [
“mailto:certificates@example. org”,
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“mailto:admin@example. org”

]
b,
”signature”: “hDXzvc j8T6fbFbmn. .. rDzXzzvzpRy64N0o”

7.4.3 REEZFFHTE

w E TR, % 7 g ] LIS IR K PO R ) “ termsOfServiceAgreed” FBRRE N “true” Kif
NH AR CA IR 253K

TSR R 55 it £ 5 P v e ) () A S BE A T RSS2k K, I HUIRSS i AN IR S AE VA B ) 538 2K
PG L R AL g R, B4 MR 55 b BLIR B — AN e B, RS 403 (ZE1E) , HiREEN
“urn:ietf:params:acme:error:userActionRequired” . MMM N AL S —A Link SkF B, H &4k
K FR “terms—of-service” M IIIRS4 URL,

IR Al (PR AE BIE RS — “instance” FB, R P ui SR~ P (B4 02 U5 Rl URL, DA
EIRTFA S T ) s 2% sk (1 U A

HTTP/1.1 403 Forbidden
Replay—Nonce: T81bdZroZ2ITWSondpTmAw
Link: <https://example. com/acme/directory>;rel="index”
Link: <https://example. com/acme/terms/2017-6-02>;rel="terms—of-service”
Content-Type: application/problem+json
Content-Language: en
{
“type”: “urn:ietf:params:acme:error:userActionRequired”,
"detail”: “Terms of service have changed”,

“instance”: “https://example. com/acme/agreement/?token=W8Ih3PswD-8”

7.4.4 SpERMKSHRE

AR55um Al BEE SR “externalAccountBinding” FEXHIME HIAE “newAccount” &R A1, X 7] FH T
ACME ik P 53 ACME &4t (501 CA % P i 22D w3 i P A STk

T JE T ACME WK P 4R5E, 3B4T ACME R 53 i CA 75 EAd F ACME 2 AN B R LA g ACME 25 7 i 4
ft MAC ZAHAI B BHRRIRST . AR IRTFR 2 ASCIT F4F . MAC AN ZLL base6dur] Zwiid )7 ik
ik, DU KRR B2 3 1 3E ACME HER R Gu R ACME 75 7 vify 2 [] (1) e 75 1 o

ACME 2 i SR JG THEGEE JWS LER /RSN - 453 A6 ACME 1K - 2% GH It . 1tk JWS (A 28047 28
FEIELEVEM ACME Mk 3550, RA JWK 2. WS B2 454 Sk Bidis i LA T 261

a)  “alg” FEIMIRIHEET MAC BE;

b)  “kid” FEMNAE CA FALM B bR N

c)  “nonce” FBIAFFIE;

d)  “url” FEREE NGB JWS HHIERE.

JWS [f) “%5427 7Bk & 48 ] CA $RALA MAC 54715 MAC 1f .
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POST /acme/new—account HTTP/I.1
Host: example. com
Content—Type: application/jose+json
{
“"protected”: base64url ({
Talg”: "SM2”,

”iwk”: /% account key %/,

“nonce”: “K60BWPrMQGISDxBDS xtSw”,
1,
"payload”: base64url ({

“contact”: [

url”: “https://example. com/acme/new—account”

“mailto:cert—admin@example. org”,
“mailto:admin@example. org”

1,

"termsOfServiceAgreed”: true,

“externalAccountBinding”: {
"protected”: base64url ({

ralg’: SN2’
kid”: /* key identifier from CA%*/,

”

”

”

b,

“payload”: baseb4url (/* same as in “jwk” above */),
“signature”: /* MAC using MACkey from CA */
}
b,
“signature”: “5TWiqIYQfIDFALQv. .. x9C2mg8JGPx15b14”

url”: “https://example. com/acme/new—account”

5 CA E3KR newAccount iFRALE—A “externalAccountBinding” FE, MAEHFMNZH “meta”
Z B B “externalAccountRequired” T F B F R £ “true” . WHE CA I H — P EH
“externalAccountBinding” FEHIHMK FiERK, A EMNMiZREIE —1 “externalAccountRequired”
EAILNi AP

Y CA RS “externalAccountBinding” FEXM newAccount iFRE, BikEREEIFSE. 10
R CA RIS E, M EAFELRIKPXR (NFAD) et “externalAccountBinding” FB. A
TISUEM S8R5, CA RERELLL T A BR:

a) IR BB R TS oA SRR R JWS;

b)  BSE JWS PRI B T 2 Bl Ak s

o) REE “kid” FEARIEHIIR IR R MAC %541

d)  BHIE JWS EF MAC & 7518 1% MAC B 9 HEAT IR IE s

e) IRIE JWS (AR R RN 5 TR uE A WS AH R B2 8H (RIAMES JWS 1 jwk” F-BD .

WIER P X Sk A A o F H CA B 7 —ANFmk , AB4 CA nl LLUCHIZHFK P 5 MAC S5 8%
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NGB P AH B . CA IR [BIRIIK X G WA & — A4 “externalAccountBinding” B, HAHSER
I BAR R . an i A Ay Fp AT AR — AN R, B4 CA B3R 44 newAccount 1H3K .

7.4.5 IKREHAER
T REAY U K SRR A D], DS B im0 R B S e AR R B A M R

B SR RER B, B e T iR S Rk — AR, Hh e SR IH B4 . s
B TIK P URL MHZS, R B AR E & E RN EHARE & FHhEgk . IHEHNSEA0
T T ZER M, RN BB HRA S R RIE R

OV TE RN G, % P i e JeigiE— > keyChange X4, Hfiidk B H 8T M = J Hobk 2 2541 «

a) account (AT, FRFE) « IEFRESIMIMK S URL. 27BN ARRZE Location SkFBh$

BEAHER AT e, DA LB P 1) newAccount 153K

b) oldKey (4, JWK) : IHZEEHM JWK &R,

RE, Bt keyChange X REFHEAE—/NNER JWS 1, FEAE G SRR P 3 SH T84 . XA
B JWS B WS A R thizk, B ACME iR E k.

AN WS RE AL ACME JWS 53R EARMIER ER GES M 6.4 T5) o AT JWS B 2 1E 57 ZR,
HA LR X

a) R JWS N —A “jwk” kS EL, QE PR IAH;

b) AR WS RLEA H5AHME JWS AIFEM “url” kB4

c)  PNED IWS MAEE “nonce” SkZH,

I B R B IH SR M2 44, DRSS g o] DS IE P N 3 B 0 4 & = 5 0 IR S 0
B BN, LMRE POST {HE EHIFTA S H H— A% A M E M. N WS A 2R T8
FHERE 2 IR HRRE & TS 1E R A8 JWS AR U FIK P A AR ILE R

POST /acme/key—change HTTP/1.1
Host: example.com Content-Type: application/jose+json
{
“protected”: base64url ({
“alg”: "SM2”,
"kid”: “https://example. com/acme/acct/evOfKhNU60wg”,
“nonce”: ”S9XaOcxP5McpnTcWPIhYuB”,
“url”: “https://example. com/acme/key—change”
b,
"payload”: base64url ({
“"protected”: base64url ({
“alg”: "SM27,
7jwk”: /* new key */,
url”: “https://example. com/acme/key-change”

”

1,

“payload”: base64url ({
“account”: “https://example. com/acme/acct/evOfKhNU60wg”,
“oldKey”: /% old key */

1,
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”signature”: ”“Xe8B94RD30Azj2ea. .. 8BmZIRtcSKPSd8gU”
b,
“signature”: “5TWigqIYQfIDfALQv. .. x9C2mg8JGPx15b14”
}

1EME] keyChange 15RET, BT SLAIH JWS S0UF 2 Ak, MRES Uit RIHAT BT A0 3R

a) IIE POST WRJ& T ARG, %8 6 &Pk,

b) AEEr JWS FIfEk R AR A S ER AT JWS X% C P8 WS )

c) R NES JWS K52 JWS RS2 B™A “wk” B

d) R AEHNE JWS 2B« jwk” FECH B AT ISR

e) FEATNES JWS 15 B A% N IER keyChange X% (W1 EFTA) ;

£) KA NEAISNES JWS 1) “url” SEEEAHE

g) KT keyChange X R[] “account” FEBUZE M HL & 5 IHEFAULEC MK S~ () URL BIARMER JWS 1K

“kid” FBO

h) A&7 keyChange X%/ “oldKey” FE& T SHHSMK T fmk 2 BIAH A 5

i) REARAALEILIK S 5 A WS 1 jwk” kS0 BB SAR [ FMk

WHR AT X ek A A i, ) AR 45 ity 3 FH 3 A B 4 I IR P 25 BH R SR AR IR (K 5 IR IR [BDIRAS
RE5 200 COKD o 75, AR DA SRS BSR4 RS BAE MR, 0 A SR A3 S 4 M B A Ik
Fy 62 B2 v AL PR A ARRS 409 (#5) FHEAE Location Sk B H 4tk 7 (1) URL.

B S0 R B AN K 7 R A AT A S A o B AR A% v AN AR K 7 2 I B S fd
JEC T BB ANAE 5 T

7.4.6 lkP1EH

&R LB RG2S B R A BPIR ST BON “deactivated” MK P URL K5 IR 1o 24k 25 4H
Bl Mk % B4 FH I, 2% 7 A] By BRI R A F (R0 7 4 T2 i SR 28 Rk Bl U 0] 51200 A DG %
U5, BT BB AL . A SRR S5 i AN A5 FH K P 360 ) POST B POST-as—GET, fiR55 3 i & RS AR
oA 401 CRIZFAD B RmA, R8N “urn:ietf:params:acme:error:unauthorized” .

POST /acme/acct/evOfKhNU60wg HTTP/1. 1
Host: example. com
Content-Type: application/josetjson
{
“protected”: base64url ({
“alg”: "SM27,
"kid”: “https://example. com/acme/acct/evOfKhNU60wg”,
“nonce”: “ntuJWWSic4WVNSqeUmshgg”,
“url”: “https://example. com/acme/acct/evOfKhNU60wg”
b,
"payload”: base64url ({
“status”: “deactivated”
b,
“signature”: “earzVLd3mbM4x]JzR. .. bVTqn7ROSAKOVF3Y”
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GM/T XXXX—XXXX

e 55 S 2 96 UE S SR A 75 K P SRR AL o IR AR S5 I 3245 TSR, B2 IR 200 (0K) ARZATAS
U IRPO P SIS E S

— BRI, ARG S A% B DI E— A SR o R 55 i L AZ DT AT e 4
BBUIAR AT, BIAIEF T 5o AR5 AT BLRIBCAS A SRR ma N2k = 452 1, i BHRR 5 120K 7 4
IR (R B B AL B RN AR I o R 5% B AN 12 B K P B8R RRIE TS, PRDIR AT e 2 3580
A FH I IE 5 1 AR A5 it R 3 4F R BT . ACME. AN (1t FBI s A5 F IR P (9 07 9%

7.5 BIBEEXIER

% F ity JE I ) AR %5 U ) newOrder BEYR 1% POST 53R R FFARIE T34 KL A2 . POST Y E M —A JWS
X, H JSON SABGREE 7. 2.3 g URIIT A R 748, B8 iR EAE R IR 1 7B
a) identifiers (WA7%, XTHEA) : &/ Uiy BN HASEAS T B 1) FARbR I RAA
1) type (bR, FRE) « EMAFRIRIZEE,
2) value (T, FRHF) « EMHIRIRAS;
b) notBefore (WJik, FFfFH) : UETSH notBefore FBIIIERAE;
¢) notAfter (H[iE, FFFH) : IEPH notAfter FBLIIE RE;

POST /acme/new—order HTTP/1.1

Host: example. com

Content—Type: application/jose+json

{
“protected”: base64url ({

ralg”: SN2,
"kid”: “https://example. com/acme/acct/evOfKhNU60wg”,
“nonce”: “5XJ1L31EKMG7tR6pA00cIA”,

”

b,
"payload”: base64url ({
“identifiers”: [

url”: “https://example. com/acme/new—order”

{ “type”: “dns”, ”“value”: “www. example.org” },
{ “type”: “dns”, “value”: “example.org” }
1,
“notBefore”: 72016-01-01T00:04:00+04:00”,
“notAfter”: ”72016-01-08T00:04:00+04:00”
b,
“signature”: "H6ZXtGjTZyUnPeKn. .. wEA4Tk1Bdh3e454g”
}
0 R B ESAE TS, R B identifiers M type” W B N email”, “value” ¥ B A H & HEH:
WETS B TR A b,
“identifiers”:[
{ 7type”: “email”, “value”: "alexey@example.org”, “challengeType”: “email-reply-00"}

]
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GM/T XXXX—XXXX

CSR A& %5 7 i 2228 R FUE F N A A 248 R IEAT it . CSR U ZiFR 7R 5446 newOrder 15K 584
FHIF ) —HIE KRR “dns” FERMIE RARIRFF L AU ILAE CSR (1) F A PR commonName 54384,
HHLLE CSRsub jectAltName # FEH] extensionRequest J@M:r, i EHA . “email” FEBIFIFH KR
AR IAE CSR fI AR E B 8% CSRsub jectAltName # FEH] extensionRequest J@fAT,
R EHEA . XA IRFF O] CLUATAHE R T BB D SCHT AR IR FFIR I A 0 204 23X LA TR A
Al A IAEE B A R A AL B .

W R 5 v AN e B 45 (1) 77 20 218 3K, AR S5 i LR [ — M iR, HF B AR & 515K
WA R IE TS o 0 SR 55 v R DLIE MO SABDGE K, & SAZAE FIE 24 1B R B A A R 87 P 75
1) 24

1 SR R 25 v [ 2 25 R AT SR AIE S, B2 BL 201 BN M SNgEAT IR N, o LI 97 ) 2 4 — N3 B
By BT R 1R R DL AE A RAE TS Z BT RS SRR TR AL . RS AR AE Location kB
IR Al —/N T HL URL

HTTP/1.1 201 Created
Replay—Nonce: MYAuvOpaoliywTezizkbvw
Link: <https://example. com/acme/directory>;rel="index”
Location:HTTPS://example. com/acme/order/TOlocE8rfgo
{
“status”: “pending”,
“expires”: 72016-01-05T14:09:07. 997",
"notBefore”: “2016-01-01T00:00:00Z”,
"notAfter”: ”72016-01-08T00:00:00Z”,
“identifiers”:[
{ “type”: “dns”, “value”: “www. example. org”, “challengeType”: “http—01” },
{ “type”: “dns”, “value”: “example.org”, “challengeType”: “dns-01" }
1,
“authorizations”:[
"https://example. com/acme/authz/PAniVnsZcis”,
“https://example. com/acme/authz/r4HqLzrSrpl”
1,
“finalize”: “https://example. com/acme/order/T0locES8rfgo/finalize”

JR 55 w3 B ()3T BN ARG — AR T, IR P uRfE “expires” I [E]Z A 2 MR 55 om 2K, TR
2RSS it [ AR 4 1 SR SE T R RE SR IFAE 5. 7E order X%, “authorizations” #ZH
51 BHATATIREN “pending” HIFZAUR R 28 7 5ty b AUAE IR 55 i 25 R AIE 5 2 AT SE IR AL 55« ISR %%
Pl ARETE “expires” BF[A]Z §T 5E MOFT 7% HRAE , B4 MRS BOZKIT BRSSO “invalid” FEH
A DA BRIT B 550 . &P i NS0T IR BT B S “identifiers” BY “authorizations” Ju# MIHE
J3 WAt R AT AT B 2 o

— BE i\ oA O R RS R, ROZ AT BRI B A& E URL &ix POST ifK. POST
IESCA 206 CSR:

a) csr (A[i%, F4FH) « CSR gmAdfrid K E R FZIEF 24, CSR LA DER #% U1 base64url %

T RRAS K 1% 5
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b)

c)

d)

e)

f)

GM/T XXXX—XXXX

csrSign (A[IE, F4FH) « CSR gwt frik K is % &4 UE IS4, CSR LA DER #% 3 [ base64url
Y RRAS 3% 5
csrEncrypt(AJ 3%, SF4F 5 ) : CSR gl Fr i >R i % I 3AE 15 1248, CSR LA DER #% . /¥) base64url

GrhD A % 5
csrSM2 (RJ#E, FFFH) « CSR SuhS Airis sk e & s il IR UE T 540, CSR LA DER 4% 1
baseb4ur]l FASIRAN K i%;

csrSignRSA (WJik, AP« CSR gmhdfirid K B PrEES L UEH 24, CSR LA DER 4% X[
base64ur]l Jmis A k& i%;

csrEncryptRSA (A[i%, FFFHD « CSR ZmbS prid >k EFr EIE N2 UE T 240, CSR LA DER 4% 3K
i) base64ur] Fmhd A & i% .

POST /acme/order/TOlocE8rfgo/finalize HTTP/1.1

Host
Cont

{

”
”
”
”

”

1,

: example.com

ent-Type: application/jose+json

protected”: base64url ({

alg”: “SM2”,

kid”: “https://example. com/acme/acct/evOfKhNU60wg”,
nonce”: “5XJ1L31EKMG7tR6pA00cIA”,

url”: “https://example. com/acme/new—order”

"payload”: base64url ({

}
}
PUES
a)
b)
c)

“csr”: "MIIBPTCBxAIBADBFMQ. . . FS6aKdZeGsysoCo4H9P”,
”csrSign”: “MIIBPTCBxAIBWghADBFM. . . FS6aysoCo4H9P”,
”csrEncrypt”: “MIIBPTCBA8S8Dsers. . . FSWghsyCo4g788fHIP”
),
signature”: “uOrUfIIk5RYQ...nw62Aylcl16AB”

CA AR R R EHEAZ ) CSR AHXT S FIEFS, T 58 BT B i SR S8R R 1l
R CSR AT B = ARAR PHA A

WK P AR IRAF CSR R 7 1 EARFR IR 4R AL

W CSR &R MY I CA AR .

FEIRAPE O, R 55 im0 R (0] (R A5 B NIZAE AR ACAD “badCSR” JRAEH “PRARfEE 7 7 BUh i
ik CSR AR A A HAA SRR . FEIR IR FERIER G, RS ImBZ T AL T “ready” IRZS, LARLVF%

JHom R AL

LIPS
(251

—NEHT A B U I CSR 1 B &0 58 153K
WAL T “ready” IRE, MSERAT RANERE FEE R EXMENT, MRS SIRE 403
FEAR LSRR ISR “orderNotReady” o #RJE, 287 N [a] 1] B YR & 0% POST-as—GET 3R

PABRECH S ARIRES o T URESHRHR R R P i BRI AT S (RS0

[P
KEUHIAT

a)

b)

SERCVT B IE SR T, ARSSum kiR [B] 200 COK) FHEEFTILT BT R o 1] BR S B8 78 2 i .
.
“invalid” : AZERIET. HREBGTIITIERE;
“pending” : IRESUIANNZE P AW R ER ., B “authorizations” FHZH AT AR
112k H 5
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GM/T XXX

c)
d)

e)

HTTP
Repl
Link

X—XXXX

“ready” : ARZURUCNOH R ER, IEESRRAME. & i i $EA8 B lig R
“processing” : IEHEZKRKUEF . NI Retry-After SkERFT A ERIFTE (WEH) 25
#i% POST-as—GET 3K ;

“valid” : AR55un O RAUEP A URL $R AL 1T BN “certificate” FB. &/ ] FEK
WETS . ARME PR IR T R AR LA BRI ZE I CSR SO, & [RIE IR [3] p ZH0E 5 T 25
URL “certificateSign” Al “certificateEncrypt” B “certificateSM2” o H1H CA 4N
2 AN, £ 7E IR [E B E B R # URL [ [F R R Bl %5 A B S H I R URL

“keyEnvelopEncrypt” .

/1.1 200 OK
ay—Nonce: CGf81JWBsq8QyIgPCi9Q9X
: <https://example. com/acme/directory>;rel="index”

Location:HTTPS://example. com/acme/order/TOlocE8rfgo

{

“status”: “valid”,
“expires”: 72016-01-20T14:09:07. 992",
"notBefore”: 72016-01-01T00:00:00Z",
"notAfter”: “2016-01-08T00:00:00Z”,
“identifiers”:[

{ “type”: “dns”, “value”: www. example.org” },

{ “type”: “dns”, “value”: “example.org” }
1,
“authorizations”:[

“https://example. com/acme/authz/PAniVnsZcis”,

“https://example. com/acme/authz/r4HqLzrSrpl”
1,
“finalize”: “https://example. com/acme/order/T0locE8rfgo/finalize”,
“certificate”: “https://example. com/acme/cert/mAt3xBGaobw ”,
“certificateSign”: "https://example.com/acme/cert/sign/mAt3xBGaobw”,
“certificateEncrypt”: “https://example. com/acme/cert/encrypt/mAt3xBGaobw”,
"keyEnvelopEncrypt”: “https://example. com/acme/cert/encrypt/mAt3xBGaobw”,

7.5.1 RFITRFZLUEH

X PRIEIT L, A TR IR AL, e il i A iR 55 0 (1 newOrder BRiliAI% POST WK T AR R4 %
UEFIEBAE AL, A0[RI 48 E PRASE AR ST UE A5 K 1% 3K CSR. POST HY A2 —A> JWS X &, H
JSON $EAEH 7. 2. 3 TP SCRIT AR R T4, A& R ZE R UEFS K7 B

a)

b)
30

identifiers CoFE, XREU) : K/ iy NI ST B B AARFR RS G404 ;

1) type (LFF, FHREH) « FAEFRIRIESR,;

2) value (bFR, FHFH) « FHEIRIRAL;

3) challengeType (0T, FHFH) « PRARSAY

notBefore (AJi%, FFFH) : iEHH notBefore FBHIE RAE, %08 RFC 3339 HisE 1Y H #ik%


http://www.example.org/
https://example.com/acme/cert/mAt3xBGaobw
https://example.com/acme/cert/encrypt/mAt3xBGaobw%22,
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GM/T XXXX—XXXX

X

¢) notAfter (FAJik, F/FH) : IEPT notAfter FEAIERE, %I RFC 3339 #5E i H 4%
X

d)  csr (A%, FARFE) : CSR Zmhd prid R B FrEy At B IS4, CSR BL DER #4301 base64url %
T RRAS KI5 5

e) csrSign (W[i&, FRFHD « CSR wht Friff SR s 2% 25 % UE TS 4L, CSR LA DER k%[ base64url
b RAS K3 5

) csrEncrypt(Alik, 45 5 ) : CSR 4hidh B i =K 5 2 N 2IEF 11244, CSR LA DER #% U base64url
b RAS K3 5

g) csrSM2 (i, FRFHRD) + CSR Snbdfrid K i %5 s i IR UE T\ 224, CSR LA DER #% U
base64ur]l i As & i%;

h) csrSignRSA (A, F4FH) : CSR S fTih R EPRAEEZE A UETI S, CSR LA DER k&=
base64ur]l Jmisi A & i%;

i) csrEncryptRSA (HJiE, 47D« CSR Jwhd fTid sk B brEE N % Uk 5124k, CSR LA DER #5X
] baseb4ur] g R4S K%

POST /acme/new—order HTTP/1.1

Host: example. com

Content—Type: application/jose+json

{
“protected”: base64url ({

ralg”: SN2,
"kid”: “https://example. com/acme/acct/evOfKhNU60wg”,
“nonce”: “5XJ1L31EKMG7tR6pA00clA”,

”

url”:

”

b,
"payload”: base64url ({
“identifiers”: [

"https://example. com/acme/new—order”

{ “type”: “dns”, “value”: “www. example. org”, “challengeType”: “http-01” },
{ “type”: “dns”, “value”: “example.org”, “challengeType”: “dns-01" }
1,
“csr”: "MIIBPTCBxAIBADBFMQ. . . FS6aKdZeGsysoCo4H9P”,
“csrSign”: “MIIBPTCBxAIBWghADBFM. . . FS6aysoCo4H9P”,
”csrEncrypt”: “MIIBPTCBA8SS8Dsers. . . FSWghsyCo4g788fHIP”,
“notBefore”: ”2016-01-01T00:04:00+04:00”,
“notAfter”: ”72016-01-08T00:04:00+04:00”
b,
“signature”: "H6ZXtGjTZyUnPeKn. .. wEA4Tk1Bdh3e454g”
1
0 R B ESAE S, R B identifiers 1 type” W B N email”, “value” ¥ B A HI1E HEH:
WETS B TR A b,
“identifiers”:[
{ 7type”: “email”, “value”: "alexey@example.org”, “challengeType”: “email-reply-00"}

31


https://www.rfc-editor.org/rfc/rfc3339

GM/T XXXX—XXXX

]

CSR A& %5 7 i 2228 R FUE F N A NS 248 R IEAT it . CSR U ZidR 7R 54146 newOrder 153K 564
FHIF ) —HIE KRR “dns” FERIE RARIRFF L AU ILAE CSR (1) F A FR) commonName 54354,
HHLLE CSRsub jectAltName # FEH] extensionRequest J@M:r, i EHA . “email” FEBIAIFH KR
AR IAE CSR f AR E 7B 8% CSRsub jectAltName # FEH] extensionRequest J@f:AT,
R EHEA . XA IRFF O] CLUATAHEF T BB D SCHT AR IR FF IS A 0 204 13X LA TR A
Al A IAEE B A R A AL B .

W AR5 v A e B 45 (1) 77 20 218 3K, AR S5 LR [ — M iR, I BB AR5 515K
WA R IE TS o SR 55 v R DLIE MO SABDGE K, & SAZAS FIE 24 1B R R B A A R 8 7R P 75
1) 24

T SR R 2% v [) B 2 R AT SR AIE S, B2 bL 201 (0D ma b TR N o I 87 ) F2 A7 & — /N T Bt
By BT R 1R R DL R A RAIE TS Z BT RS AR TR AL . RS AR AE Location SkF B
IR Al —/NT HL URL

HTTP/1.1 201 Created
Replay—Nonce: MYAuvOpaoliywTezizkbvw
Link: <https://example.com/acme/directory>;rel="index”
Location:HTTPS://example. com/acme/order/T0locE8rfgo
{
“status”: “processing”,
“expires”: 72016-01-05T14:09:07. 997",
“notBefore”: “2016-01-01T00:00:00Z”,
“notAfter”: ”72016-01-08T00:00:00Z”,
“identifiers”:[
{ “type”: “dns”, “value”: “www. example. org”, “challengeType”: “http—01” },
{ “type”: “dns”, “value”: “example.org”, “challengeType”: “dns-01" }
1,
“authorizations”:[
“https://example. com/acme/authz/PAniVnsZcis”,
“https://example. com/acme/authz/r4HqLzrSrpl”
1,
}

W CA RNIE R R SGHERCH CSR ARNT B FUETS, A0 5 i SR S8R . i

a) W CSR AT B FARFR AN 5

b)  WHIK T ARFRAT CSR AR 1 AP R FIFZ AL

c) LS CSRIERMY @Il CA NEE AT .

TEIXFPIEBLT , AR S5 0 3R 0] (R4 1R A5 BN %A A RIS “badCSR” FRTESL “VEAIE R FBOh i
A CSR #AB LA BARR R . 7EIR [FIXFEMERZ JG, RS IRPOZAIT 30T “invalid” ARAS, &/
WLFEAE — AN A A B 2R 1) CSR F TRV IE 51T 5.

&P 5 IR AR B P S [T B R R POST—as—GET 18 3K LAIR B Y AR A » 1T SR A4
TN MR EUAT S (RSO .

W SE AT B8 SR, RS sz [l 200 COK) FEE BT BT 5o 3T BRI HE =% 2 i i
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GM/T XXXX—XXXX

KIHIAT B
a) “invalid” : AZRIET. HREBEFEHITIRE,
b)  “processing” : IEfEIIEHRIRERE S KIETS . fEMRY) Retry-After k=B &5 R[]
INRAD 2 Ja Bk EEERR AR

c)  “valid” : RS5O KUEF FERH URL SR HE4 T 1 “certificate” FABL. 2/ Ui n] N 4%
WEF . MR PR SR T RS A UE T AUINEUE T CSR U, 2[RI IR B R 25H0E 15 R 4k
URL “certificateSign” Al “certificateEncrypt” B “certificateSM2” o H1H CA AN
RN, SR B P EUE S N URL 0 R B IR B %54 B S B0 T A URL
“keyEnvelopEncrypt” .

HTTP/1.1 200 OK
Replay—Nonce: CGf81JWBsq8QyIgPCi9Q9X
Link: <https://example. com/acme/directory>;rel="index”
Location:HTTPS://example. com/acme/order/T0locE8rfgo
{
“status”: “valid”,
“expires”: 72016-01-20T14:09:07. 992",
"notBefore”: 72016-01-01T00:00:00%",
"notAfter”: “2016-01-08T00:00:00Z”,
“identifiers”:[
{ “type”: “dns”, “value”: www.example.org”, “challengeType”: “http-01" },
{ “type”: “dns”, “value”: “example.org”, “challengeType”: “dns-01" }
1,
“authorizations”:[
“https://example. com/acme/authz/PAniVnsZcis”,
"https://example. com/acme/authz/r4HqLzrSrpl”
1,
“finalize”: “https://example. com/acme/order/T0locE8rfgo/finalize”,
“certificate”: “https://example. com/acme/cert/mAt3xBGaobw 7,
“certificateSign”: “https://example. com/acme/cert/sign/mAt3xBGaobw”,
“certificateEncrypt”: “https://example. com/acme/cert/encrypt/mAt3xBGaobw”,
"keyEnvelopEncrypt”: “https://example. com/acme/cert/encrypt/mAt3xBGaobw”,  }

7.5.2 TAFgL

IRAT WA AR E BB G M SR P T W T B 0 1 . — L il 25 i ] BRIE Ay B AT P i e 6%
TERFE RN BN L2 A BRI ARRFF AL il Sh— 4B = ALFEE (344 1 & P i vl Re Ay 22
TE AN ERAT AR K 4R 55 3t Z BT SRAS AL, FF EAAE B0 55 i 3 S i G 2 0E 45

FEFEECTE LR, 1847 ACME 453 i) CA A REA — 54N AE ACME 32, H TR P i Abs
WP RAE T . fEIXEEIENL T, CA BLiZ NF ACME AR 55 i f it 5 X e BUAH X RLAI B AN 5, HAER F
Ui A AT B A R B E A T LA /L

UR2R CA A BEAE ACME Hh e VFFUARAL, & 7T LB 7N 7 BX “newAuthz” H newAuthz BEJHJ URL 7£
HHFEH M “new authorization” Wi,
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GM/T XXXX—XXXX

R T UERIARRFFFIRAL, 25 P i [H) newAuthz YRR IE—A POST 153K, 88 W REBEAUPIARIRFF o
identifier (required, object): HIIAEALMMIFRBOS R HIARIRFT (W5 9.2.4 )

a) type (AT, FHRFH) « ARIRFFIISEA,

b) value (AT, FFHFH) : WINFFAL,

POST /acme/new—authz HTTP/1. 1

Host: example. com

Content—Type: application/jose+json

{
“"protected”: base64url ({

ralg”: SN2,
"kid”: “https://example. com/acme/acct/evOfKhNU60wg”,
“nonce”: “uQpSjlRb4vQVC;jVYAyyUWg”,

”

b,
"payload”: base64url ({
“identifier”: {

”type” . ”dns”,

url”: “https://example. com/acme/new—authz”

” ” ” ”
value”: "example. org

}

b,
”signature”: “nuSDISbWGSmMgETH. .. QyVUL68yzf3Zawps”

PRIZETT B AN SRR UL o

TENERE N, BT REGE R AR IR 5RO b8 & AR IR se A R, TR AU BE
F T8 R AL B i@ ek 4 R

TEAC BRI A E SR Z A1, AR 2% vt NAZ A 78 6 5 B BONAR IR 2 R IE 150 Bl s IR 45 i L AS 25 A8 1R FF
T E T IR . RS vk n] BEARE O s MBI ) B A A B A PR . G SR IR 55 i AN B B oIX
YR A B RAETS, B MAZIR Bl ARSI N 403 (ZE1E) KRR, DU — AR IR L R R RS R .

W RS v R AR 2, B AR P i b S A AN A — M B BB R

a) “identifier” & uiPEAl FIFRIAFT s

b)  “status” %ZiJE “pending” BRAEARS U4 KT & P i B AUIRES 17 AME B

c)  “challenges” R4 uifi SRS A AR IR FFE BR300 77 5K

IR 45 3 I AL 20 B — N8 URL, FFR A —A 201 (260 mi, Hr Location k7B
FHALURL, 1ESCHAE JSON BN SR . & iR 5 1 B2 9. 6 15 Fh Rk (1 1 12 58 i AU 2

TR R S5 S B3O B CAFAE IR IRAF Y newAuthz 53R, TBiBZH ACME IR %% B CA
e B B, IR ALk F % IR SERT newAuthz 5K ACME JIRSS 2e0IZH, MRS A:ER
[l 200 (OK) Wi Location br3k B AIEA AL URL FIIESCHHIEA JSON B 4
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7.5.3 TEHIEE

BREEERWAET, &7 4 A 7 AHIETS URL KIE—> POST-as—GET 153K .

WEPATER AR application/pem—certificate—chain (ZWEHE A1 1)

M55 um m] LLERE— Bk Z A Link 2R “alternate” k. ®NXFERFEMNIZRIE A LIFH
7] () e 2% P UE R AR UE S X ] H T 3R S M BRI B A2 . 20 i i) DASR UK B 2838 T7 S8 A
FAARATTE T JE R X T7 3R e WA & i R

PAR R, FEERFIFAEBRAEH: POST /acme/cert/mAt3xBGaobw HTTP/1. 1, "FEEPRFIE
HInEE B # B : POST /acme/cert/rsaEncrypt/mAt3xBGaobw HTTP/1.1, "N#KE &S EERIZ
LAEFERAEF : POST /acme/cert/sign/mAt3xBGaobw HTTP/1. 1, " %R e FH S R S92 (4 I A0 45 17 4k Y«
POST /acme/cert/encrypt/mAt3xBGaobw HTTP/1.1, R #% 7 A %5 5% 5 9% 1) 5 4F 5 B £ FH = POST
/acme/cert/sm2/mAt3xBGaobw HTTP/1. 1. UEPEEZMT AL, WREZHPPMRUES, WHRZEH K
REM,

POST /acme/cert/mAt3xBGaobw HTTP/1. 1
Host: example. com
Content—-Type: application/jose+json
Accept: application/pem—certificate—chain
{
“protected”: baseb4url ({
“alg”: "SM2”,
“kid”: “https://example. com/acme/acct/evOfKhNU60wg”,
“nonce”: “uQpSjlRb4vQVCjiVYAyyUWg”,
“url”: “https://example. com/acme/cert/mAt3xBGaobw”
1,
7sayload”: 7.
“signature”: “nuSDISbWGS8mMgETH. .. QyVUL68yzf3Zawps”
}
HTTP/1.1 200 OK
Content-Type: application/pem—certificate—chain

Link: <https://example. com/acme/directory>;rel="index”

UEPBEAR A — 1 AT RIES . R A IR OB AIE S, W& 2 JE3h— B
TR RIE K
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KUNAE S SR A2 % SE G /e AN AT AR, B DUIR 853 vl LUB L 8 N Expires 1 Cache—Control 3k
TBOR B R RIRGEAF, 188 — AR ] i XL T B Sk A FUH k.

ACME %5 7 iy ] LA I 7 HAF SR Accept Sk Bokid SRHAbAS Ko il tan: 27 o ] AASE #4428
B “application/pkix—cert” B “application/pkcs7-mime” Hif53K DER #&zCHIH A UE . RS vk
X B KB SCRER TR R . 0T RS /MEB RIS, RS mPZ 2 Ht—A sl 2 ME 1R — A8k
ZAERFH) “Link:rel="up”” kT B, LME ACME % /7o n] LA TLS HyE SR8 .

7.6 BAPRBRZE
7.6.1 ERFRIRIFER

FARAR IO R 7K P B BCRE B 2h € EARARIREIE . CA I8 AKEE 2 FhJ7 R 5T H
T B2 %€ FARAR IR BIE B B S 2 e 15 L brds il iz EAARPR R, R i) IR 25 i O UE R A4 -«
a) 2 umiE K P AL JFR
b) B I AR SR EARRR R (54
AL S I R DO 2 A EAAR IR S — NIk P A SCER (Blan:  BLE SR B 24 F4FR IR EE (2
BAEF) ) Bk 2 MK S — AN EAAR IR REE (Blan: LR VF 2 A SHAE BENE) .
PRAR/ e AR S e i 1 ORIE, BRI P RRE AU IS 6] EAPRR AR P o TR A BBk
%, AURIXFERIENL, A TN R e Bk, 1 PN
a) A T SRR K BN AL A&
b) A RIE B FARAR I
PR S3 C a3 T A SO A SCRHRAR anfar i X Se K o BT Ik 75 0 A AT TR an el REXT
ACME {5 FHRT 9™ Ji () Bk s /e LA 2R 04T AR BRIRIGAIE o« RS Ui 1 A5 45 7 7 i IR BT G gt —
MR (FEN “challenges” AR R) , Z uilid 7E POST 15 3K Hh )Pk URL 7326 ma S % Sk
AT Y.
AR T —HYIE PR . PR 1) e AT
a) PR RIIA A
b) A SR G N A
) RS i L AR ASE FH I Ak R e 182 SR 35 E % 32 A HR TR 45
P RAELE DN HEAR B
a) type (AT, FFH) « M RPYALHIPEEIEA
b) url G, FRFEH) o AT LASEAZI N URL;
c) status (W, FHE)  HPEFPIRE. ATRERIMEZ “pending” . “processing” . “valid”
M “invalid” ;
d) validated (W[if, FAFH) « MRS uRIIEMPRAR IR A, W “status” FBOAN “valid” ,
T bt =7 B 06 75 15
e) error (Wi, X : RESumIIEBRERE KRR CRARE , SiAERIRG . 7]
DMERZE 6.9.1 T F I ERIERZ MR A RPN RN EASET “processing” B(
“invalid” PPRZS.
FIA BN B Pk R AR € o RIR S vk Pk ) “status” WEN “invalid” , EIERIZ
5 “error” FBLUAHS B P biiZ Wbk b 2k IO JiR AT
AR RSBk ik 0 VA 55 S AR A0 T ARAR IRAN R 77 TR B UE T o fE— L8k,  Ebtn HTTP A1 DNS,
P i B AR T A B8 1S BRSO SR B o R BRI ) i He LR e Bk R 2
I 55 it S S 1 ) 2
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A IR ) AR RIS B AR S AIE A 5. WIARARK ACME 47 fie 3 S HoA R AU ) AR AR
W, M EAAFPRECER, AT/ 246 € e 1E TR A i) AR R

7.6.2 IZEGIEETR
7.6.2.1 $BRGEEKR

FERCTHIR AR S B, DAMR RIK 7 25 B RE A B HE A8 newOrder 53K ARATT URL 76X} IX i 3Kk
(g o7 SRR AA 2 P b . BB % e a0 e B A T B T R ik P 4

% P it MR 25 St S 23T 5 newOrder 15 3R M S, B I8 ) 5 52 [ URL & 1% POST-as—GET iR K
TR

POST /acme/authz/PAniVnsZcis HTTP/1. 1
Host: example. com
Content-Type: application/jose+json
{
“protected”: base64url ({
“alg”: "SM2”,
“kid”: “https://example. com/acme/acct/evOfKhNU60wg”,
“nonce”: “uQpSj1Rb4vQVCjVYAyyUWg”,
b,

"payload”: 7”7,
“signature”: “nuSDISbWGS8mMgET7H. .. QyVUL68yzf3Zawps”

url”: “https://example. com/acme/authz/PAniVnsZcis”

HTTP/1.1 200 OK
Content-Type: application/json
Link: <https://example. com/acme/directory>;rel="index”
{
“status”: “pending”,
“expires”: 72016-01-02T14:09:30Z",
“identifier”: {

” ”

“type”: “dns”,

“value”: “www. example. org”
1,
“challenges”: [
{
“type”: “http-017,
7 “https://example. com/acme/chall/prV B7yEyA4”,
“token”: ”“DGyRe jmCefe7vANfDGDKA”
“tokenType”: "HTTP”
“tokenPath”: ”/.well-known/pki-validation/W725G084H61CF8A5CS. txt”

”

url”:
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1,
{
“type”: “dns-01",
7 : “https://example. com/acme/chall/RgbdV14Gh1Q”,
“token”: ”“DGyRejmCefe7v4ANFDGDKfA”,
“tokenType”: "TXT”,
“tokenPath”: "W725G084H61CF8A5CS”

”

url

“type”: “email-reply—007,

7 : "https://example. com/acme/chall/ABprV B7yEyA4f”,
“from”: “acme—email-challenge@example. com”,

“token”: “DGyRejmCefe7v4NfDGDKA”

”

url

“type”: “email-dns-01",

“url”: “https://example. com/acme/chall/ABprV B7yEyA4f”,
“from”: ”“acme—email-challenge@example. com”,

“token”: “DGyRejmCefe7v4NfDGDKA”

]
}

7.6.2.2 RIBRE AN R

N T AEWIN EARFRRIIZE RIS, 5/ b 5 EARSE DO SRR SR AT 5 Pk B, I R0 Ak 5%
SR E CHER PSSR IRIE . X T ORI 8, JC 5 M B Bk URL, R 55 3 2 7E 1 B A R I 98 E

Pk

2 Pmid i A kR URL (i dEF240 URL) &i% POST 13K [A) IR 55 28 2 B & O UE & 13k AT BR AR 06 AIF
oA POST iERAGEMZE— JWS X4, H JSON AR — RIS o

PR RIERAL, MR R AESS JSON X5 “{}7 ) .

X AR R E L

. R v B N SRR “http-017 B8E, BB AIELLUTIER:

POST /acme/chall/prV B7yEyA4 HTTP/1.1
Host: example. com
Content—Type: application/jose+json
{
“protected”: base64url ({
“alg”: "SM2”,
"kid”: “https://example. com/acme/acct/evOfKhNU60wg”,
“nonce”: “Q s3MWoqTO5TrdkM2MTDew”,
“url”: “https://example. com/acme/chall/prV B7yEyA4”
b,
“payload”: base64url ({}),
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”signature”: ”“9cbgbJO1GF5YL]jz. .. SpkUfcdPaiguVYYQ”

IR 5% i 308 3 P 0 7 it B A P ) o2 %o 52 B 3 L I0IE 7 VAR AR RS D o IR 55 i N 722 M o %o
HRTE T NIRRT ST B o TR AR IR R AR ST AT e B 7 B, H AR R ]
s e, MRS FRAE— AN 200 (OK) MR, A4S 5HJE Bkl oot 4t .

SR it PR e R E AT AR iR R DG A B T T R S5 i R (LI Y A B SR SE BUIRAIE, T4 R 5% v
LR [E]—AS HTTP 48515 {EUSCEIXAE A IR, 2P it NAZIOH 9 58 BEAIE 1M R B AT AT 4, -
TR CERHELS Web IRSS S i S0

R 45 S £F 56 R H: Fh — TR AIF BR 4 BB AR MUB AR A “Finalize (52K) 7 $%AL o iX A2 @i AL B R
“valid” B “invalid” CRISKFERMT, XTRLT %K 72 SR ERBINE 2R R. IR R ZRE 2
“valid” , ARG u A —A “expires” FB . Y5a IR UE G, M55 b A 2l ol 77 2N 38 iE
HHEFTDMEH “expires” FB . MRS uANIZIE RN “invalid” AR .

T, IR FE TR A (], DRI P ity T B R A BT UR A B T SE . X P i AT DA
T IR 55 ity 5 SR UE P SRAIE 732 (ot i 25 R 1 R4S 1) HTTP 55 DNS 15K , & imfEE FIR H
JIR 25 ity (1) S0 F 15 SR 2 BT A RLHF A% o

I EFRBCIRZS, 27 5 8] F% A URL &% POST-as-GET 153K, ARS5 i DL 24 B BC Gk T N . 76
IAEATAEBEAT N, B 4% i Wl %7 4 10 175 SR B S 3 B 200 COKD WijRi, 3 B AT PAEL A — A Retry-After Sk
B AR 2% 7 ity S 1SS VA (DB o

POST /acme/authz/PAniVnsZcis HTTP/1.1
Host: example. com
Content—Type: application/jose+json
{
“protected”: base64url ({
“alg”: "SM2”,
"kid”: “https://example. com/acme/acct/evOfKhNU60wg”,
“nonce”: “uQpSjlRb4vQVC;jVYAyyUWg”,
b,
"payload”: 77,

”signature”: “nuSDISbWGSmMgETH. .. QyVUL68yzf3Zawps”

url”: “https://example. com/acme/authz/PAniVnsZcis”

HTTP/1.1 200 OK
Content—Type: application/json
Link: <https://example. com/acme/directory>;rel="index”
{

“status”: “valid”,

“expires”: 72018-09-09T14:09:01. 132",

“identifier”: {

“type”: “dns”,

“value”: “www. example. org”
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1,
“challenges”: [
{
“type”: “http-017,
“url”: “https://example. com/acme/chall/prV B7yEyA4”,
“status”: “valid”,
“validated”: 72014-12-01T12:05:13. 722",
“token”: “11irfxKKXAsHtmzK29P j8A”

]
}

7.6.2.3 FiXHhk

ACME Bk Afiie i 25K 25 77 g 152 B — (6 i 55 v ) DA V6 PR P 28 ] 7 I 008, DA UE 2% 7 i 75 425 1)
PRFRE . TR 5, RS i e N R E e IR P, B BBk G UE T Bl VT B . R AR S
Ui S, % i AR m DA S A A BRAR URL, LR 5% i 32 1 B8HIE

B AN R R R IR UETE 3K, BRAES 7 i 15 IR 55 i i A IR 8 SR IE o a0 SRR 55 v B BT 46 55
WEEE W RN, AR 55 v SO AE — BN ) 5 B Ay, ARt B e B2 (201 DNS sl HTTP 895D 1 ER .
e e 1 A RO T R 25 v, AE RS i A R 2R e i vt RIS D& B R E S . BT B B 7R
HTTP 5% DNS FC & ()& AR 55 10 /L, 85 A AT 3t E g 5 APl 10 B s At B k. iR 25wl
FESZRIS, BRERIVPIRAES IR E “processing” 5 — HIRSGUEGE, € RaWbsidy “invalid” .

R 55 v S Bk A “error” FECAT Retry-AfterHTTP k7B [m) & P im it A ¢ H HEiDIR S
FAE, DA S B R TR RIS SR o IR 5% v AR 5 R BRI 38 UE A9 S R PR AR ) “error” FEUAIN—
N2k H o MRS UM ZAG Retry-After Sk Bk B AMRSS Ui T — KB IEE ) 2 5 IRy TE], BRORBERERARAS
ELRTBAN A A 22 208

% P iy A DAIE S E BT ) POST 36 3K ({8 RSB (v B AL 280550 ) B 308 R Ay e 52 Sk B i 17 SR B3
XAV i EIRAS R AR AR E SR E B (G 72 SR KRN 2 J5) o BRSsi BO U B FE )
POST =R JG LBV E G R . O 1 bk il % 7 v A 1 B K 5 B3 20 I 55 SO 128, IR S5 o L1200t otk
UG SRFEAT R PR

7.6.2.4 1ZHEN

R P S Ay BTN EARAR RS RAEH AL, e w] OB A AN RAL URL 3% AT B A%t
% {"status”: “deactivated”} ] POST i 3K Skid R ARk 55 v 45 FH 5 H S BE A A AN

POST /acme/authz/PAniVnsZcis HTTP/1.1

Host: example. com

Content—Type: application/jose+json

{
“"protected”: base64url ({
“alg”: "SM2”,
"kid”: “https://example. com/acme/acct/evOfKhNU60wg”,
“nonce”: “xWCM91GbIyCgue8dibueWq”,
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”

b,
“payload”: base64url ({

“status”: “deactivated”

b,
“signature”: ”srX9Ji7Le9bjszhu. .. WITFdtujObzMtZcx4”

”

url”: “https://example. com/acme/authz/PAniVnsZcis”

R 45 ity I 565 10E 175 5K A2 75 -S4 SRR o6 Lk B2 4 o SR AR S i e Az A L e N IR
5200 (OK) R AR FIFZ A KT 52 1) B 35T P 45
R 45 it ANASH 452 F (R 3 BOGE A AT DLAS R AIE T

7. 6.3 WRAITHIIEIE
7.6.3.1 HTTP Bk&%

i HTTP %60E, ACME =555 H (1% ;- v i ik BH & mT PAFE i3 44 T vl 7 in) B R 55 2 B3 fit HTTP %
YSERAE I e 44 45 i o ACME il 55 i B 5K 28 P i AR AR5 28 B AR SR A, I AR P AP R E N LN 2

T34 T REMEAT A 2 A TPvA FI IPv6 Hbhil, [RIG AR S5 Bl AT $R 0 JE 4221 DNS A AT AAAA sk
R EAD— DTN MRS IR E R HITP 5k HTTPS J5 258 kR IGAE, 405 HITPS J5ak,
A DAANEGAIE SSLAEP 2 Bl E . A, (Hag BateiE 3 bRl Sk 4 2 S ULEC .

a) type COOFE, FRH) « FRAH “http-017 ;

b) token CAFE, FHFH) : ME—FRIRPLRBENE . XAMERN 2/DFH 128 M. EAFEE

base64URL F-EER Z ANEMEATF4F, I HABER baseb4 HAFHRF ( “=7 ) .
c) tokenType (WAFE, FHFEE) . FRFE “HTTP” BR “HTTPS” ;
d) tokenPath (AF, FHFE) : IGUE AL BIGIE A IR 4

7 type”: “http-01",
“url”: “https://example. com/acme/chall/prV B7yEyA4”,

“status”: “pending”,

“token”: “LoqXcYV8g5H0NbJQxbmR7SCTNo3tiAXDfowy jxAjEuX0”
“tokenType”: "HITP”

“tokenPath”: ”/.well—known/pki-validation/W725G084H61CF8ASCS. txt”

P v 18 AR B PR UL “token” {H.  “tokenType” ZKAUFI “tokenPath” {H, %7 Uit
“token” {EVENFFIUE IR A LE HTTP R4S #% L/ “tokenPath”™ Hbuhik b i) B8 UK 5 Bt BE A -

FRAL TR IR B e /2R “/. well-known/” A%, JEERPREFH “tokenPath” {H. TEIEIIME N
T B PIIALH ASCIT IR

GET /.well-known/pki-validation/W725G084H61CF8A5CS. txt
Host: example. org
HTTP/1.1 200 0K
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Content—Type: application/octet—stream
LogXcYV8. .. jxAjEuX0. 9jg46WB3. .. fm21mqTI
(fE BT, ... ROREABAUT AU WK F820 T, Ba e RR. )

T R R () HEATmNL, DA AAR 55 3 T BLSS EPk .

POST /acme/chall/prV B7yEyA4 HTTP/1.1
Host: example. com
Content—Type: application/jose+json
{
“protected”: base64url ({
Talg”: SN2,
“kid”: “https://example. com/acme/acct/evOfKhNU60wg”,
“nonce”: “UQI1PoRi50uXzxuX7V7wL0”,
“url”: “https://example. com/acme/chall/prV_B7yEyA4”
b,
"payload”: base64url ({}),
”signature”: “QlbURgJoEslbD1ch. .. 3pYdSMLio57mQNN4"
}

W B f5 , AR S5 i AR B Pk R “ tokenType” ZEAUFN “tokenPath” {ER1E >R HTTP Al 45-#8% 56 E 24 o

S5 B PR /M REXT RS i 8 B IR B A A AL TR ALY “ token” SRISIUEZS 7 b W8 44 42 i)

a) JEITIHFE URL &Rk “ {schema} ://{domain}/{tokenPath} ” #J% URL, H:H:

—  schema tR#E tokenType, BN http 8L https;
— domain FBCEE NS4 EL TP Hidilk;
— tokenPath “FZEUE AIREBREL token 1ML ;

b)  BEUFAE R URL 2 4% 2 IEH -

c) I HTTP GET %K URL, BLI&ERNAIEE] HTTP e d54% LA TCP 80 Y 443 ¥l .

d) BN B IE S ks IR B A AL . 55 i 1% 2B AR R R 2 A o

e) IOUE HTTP RSS2 FEHEMNT “token” A2 5 MRS U /A1) “token” FHILELC.

Ty ie) URL B, HR 55 i L1218 B W] o 9 200: 25 7 o o e 2 A FH B e ), DU ] DA v e iE 45 28
RS v ke B . A OREE R 2 AV S HE DL S C3 .

WER LA ERrE SRR, WESIE RS . WnSAaE SRR M, B IE SO E i X e A, DA ek
WT .

— B PSR, BIERERY “status” FBONAE “valid” BY “invalid” , &5 i WAz BOH N ZHkE
LT .

WER: HT Token [FIH HABLLE ACME AR5 bty 2325 (1) 175 SRR M 2 () 85 2 A, (R o] DR
AWM SR 52 ) 380 i 9L 9 2 7 i o 0P i LR SR PP AT R, RN B AT B S B i AR TR MR, R
J2 % SO AE B BRAR R IRt B RATC B . AT SR 1) 4 R 3 e S92 28 7 g S 56 E 1 SR H () 2 TR T
A RTEVEILEE (BN EAUEE basebdurl FRERHF T o

7.6.3.2 DNS #kkk

LIS AR PRI, 2 T DL RO 6 S R R A IR E (LA TXT BRI R
42


file:///C:/Users/Admin/Desktop/RFC%208555%20Automatic%20Certificate%20Management%20Environment%20(ACME).html%23section-10.2
file:///C:/Users/Admin/Desktop/RFC%208555%20Automatic%20Certificate%20Management%20Environment%20(ACME).html%23section-10.2

GM/T XXXX—XXXX

AL B X238 4 i 42 )«

a) type (Wi, FHRHE) « FHHE “dns017 ;

b) token (AT, FHRFH) : ME—FRRPERMIBENUE . XAMER Z/DH 128 A, R4
i T basebdur]l FERERMIEIBICHE, WIATE basebdurl FEERWPIXERE BN KE
N 22 NFRF,

log2(64°22) = 132 )

B base64URL FRER ZAMUEMTZRF, BFEEHEATRF("=") . ARMHLIEZRNE 2
&R, =5 RFC 4086;

c) tokenType: IAMHTRAY, HAER"TXT” B "CNAME”, ARy HAbE:

d)  tokenPath: K44 ##HT DNS iC.3%

“type”: “dns-01",

“url”: “https://example. com/acme/chall/RgbdV14Gh1Q”,
“status”: “pending”,

“token”: “evaGxfADs6pSRb2LAVIIZT17Dt3 juxGJ-PCt92wr—oA”
“tokenType”: "TXT”

”tokenPath”: “W725G084H61CF8A5C8”

2 BT AR R PR TP PR AL “token” fH.  “tokenType” {EF “tokenPath” fH 1% E DNS itk H
SE PR -

PRy DNS B & Ub 2N basebdurl it . 2 w1 ik 78 4% 56 40F (1 35k 44 70 B AR 2SN
“tokenPath” fHATHNI FRIZ “ 7 v DNS iC& RARIGIUFIH AL, RJEHHE—4 “tokenType” MIid
SR, Hlin. R EIGUEAIEE A & “www. example. org” , TIE PR LR DNS 5%

- W725G084H61CF8A5CS. www. example. org. 300 IN TXT “evaGxfADs6p. .. 92wr—oA”

&P e g (D) AT IR, DA AR S5 v v] DS UE Bk AR -

POST /acme/chall/RgbdV14Gh1Q HTTP/1. 1
Host: example. com
Content-Type: application/josetjson
{
“protected”: base64url ({
“alg”: "SM27,
"kid”: “https://example. com/acme/acct/evOfKhNU60wg”,
“nonce”: ”SS2sS11PtspvFZ08kNtzKd”,
“url”: “https://example. com/acme/chall/RgbdV14Gh1Q”
b,
“payload”: base64url ({}),
”signature”: “QlbURgJoEslbD1ch. .. 3pYdSMLio57mQNN4"

W B f5, MR SS ui AR APk R “token” fH.  “tokenType” fHF “tokenPath” {EHKIKHX DNS id3%
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AL

T B8E DNS Bk, IRSui AT DL P BR:

a) TR E IR A 1E A DNS 103k

b) BRI A —AN DNS dsR N A2 1 S E A E VLA .

WA E A SRR, WSS UE . QiR AR4KH] DNS i83%, B3 DNS e Al 87 6 4 A i i 1x
SO Y, DU IIE R

— B kR TR R, BNk “status” FBAENN “valid” 5L “invalid” , 273 N AZEGH iZkik
FRpt R B IL R

7.6.3.3 Email Hi&%

W T I E B A& B, it Eamil B3F, ACME 345 P (192 /7 bt 38 41 B & 7] LA
WAL TZ IS v P 36 11 B SR B IS A2 2% 7 i e %o L IS PRI 42 1) o ACME IR 55 iy 3K 7% ity BB $2 58 Ao 5 SO E A

type (G, FRHD « FRHE  “email-reply-00” ;

token CAFF, FRFH) « ME—ARIRBLERIIBENE . X MELTEDH 128 AL, EAEES
base64URL FBRFR Z AMUATAT 75, J+ HAREE basebd SHAFRF ( “=7 ) .

“type”: “email-reply-007,

“url”: “https://example. com/acme/chall/ABprV B7yEyA4f”,
“from”: “acme—email-challenge@example. com”,

“token”: “DGyRe jmCefe7vANfDGDKfA”

PhEEAT R “token” FB CRH “challenges” ) MNPk 25 B token, fiv4 N token—
part2, ACME ARZ5umiE 2 i —A> token, #v44N token—partl, IX token jEid F ik HL ¥ MBI
FRAEFIH P ERFE S . IXE “BRR” BB EEN “ACME:  <{token—partl>” , H.F# <token—partl> &
baseb4url iS4 IIIER. ACME IR #LAUATEA S/MIME ZERIER FBUER) AR— A6
token, token-partl WAZJALEE/D 128 AN,

CHRAR” R B DL R S5

1. FESL BB T “ACME: <token—partl>” , JHTZ% “ACME:” J5& — N2k, Ra
s& <{token-partl>, X ACME A J8f] base6durl HufidzE—3%, WAL EED N 128 fi. H
T4 78 AL AT KRG, FEUTAT LTS, It <token—part D IEHE (ANSRA) WA 2.
Sk F B RS VA “UTF-8” F “US-ASCIT” AR HAL AR AR . US-ASCIT FfF4En]
DA

2. “From” kB HF M A Mtk A 200 5 BRAE G0 “from” B8 i 1) HEF- MR A Hbchk AH [ o

3. “To” Sk By i 7R b o Z0 R 1E SR A2 Bl S/MIME  HISAFAE 15 14 P (00 L I - Rtk

4. JHEATLLEE Reply-To /8 CC kF-EL.

5. WHEWIEEEAN “auto-generated” [ “HBWNRAR” kFB. N T HEIAR O T sz,
NT BB, BARICR BN IZARE “type=acme” S8, ERLMEHE “HIHRL” kT
[PEVE T SOV B HoAh AT e 24

6. A TUFBEREE SR SetE, B Al A SRR (DKIMD T2 44803 S/MIME 2%
B
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o WA DKIM 244, MM DKIM-Signature Sk FEIMAAEL S UL FNER “h=" I35,
ZRKMENS RN B WAL $iE. 8. B, HEH. 2%, Message-
ID. Auto—Submitted. Content—Type # Content-Transfer—Encoding kZFEt. DKIM-
Signature SLZFEH] “h=" i MI%ZILEFE resent-date. resent—from. resent—to.
resent—cc. list—id. list-help. list—unsubscribe. List—Subscribe. List—Post.
List—-Owner. List—Archive F1 List-Unsubscribe—-Post kFE. DKIM-Signature 3k=FFEX
) “d=" dRid A SIS PR HBPR R AT AR B

o WIRAER S/MIME %544, MH2EFFHXNRMIEFRBBAA rfc822Name subjectAltName 3
JR A MBS T BRER” BRERI “RAFN” bR B i 1 i bk .

7. BREHERIESCAE T B, RS T DU TSRS @R, B2 text/plain B
text/html, BEHNKATEIEE. WRMH S/MIME 284 KuE A BRER IR B, 2l
multipart/signed B{ “application/pkcs7-mime;smime—type=signed—data;” BEAASEHEL, TLiBWEFh
i, BERAUEM S/MIME SkER.

FFE BTG I L AR 2 P o, RTASTIUNRR € 1 “ PR BB, RIS FIR ISR i 2 BRI “ PRk
WEAE. SN T H B, SSRGS UE R0 K T K.

PARS2 ACME “Bdl” HEFFI=B] Gk, i, AdsS DKIM AT S/MIME 2844 AH % Sk
FBO .

Auto-Submitted: auto-generated; type=acme

Date: Sat, 5 Dec 2020 10:08:55 +0100

Message-ID: <A2299BB.FF7788@example.com>

From: acme-email-challenge@example.com

To: alexey@example.org

Subject: ACME: LgYemJLy3F1LDkiJrdIGbEzyFJyOyf6vBdyZ1TG3sME=
Content-Type: text/plain

MIME-Version: 1.0

X ARETXT PR EHLE “alexey@example. org” H WAL ACME Bkl U0 S I& & A 1E K A L T BB A4 b ik
AR S/MIME WES, 15 2RI, i REHSER T, BB TR b Al BERES H sh AL ILiE R, B
F IR R TS BB R ACME: 5 TH] I 56 VIE AT RS U5 1) 4R SRR e A

ACME M5 7 iy £F B “token-part1” GE I HL IR F“token-part2”  Giliid HTTPS
WO RH%E i B K 3 BH A R 2 B A R 78 Bk K o

XA Token & token-part2, 7P Uiy i I ARHE PRAR HHE ALK “ token” (EANFNZ 7 oy Ry P 85 EH A
FARACR TE SR . ARG, B ik S S E R RIS IR R 38044 7E HTTP IR 55 2% b B2 JRER £

FRAL TR I R AT HH [ E T2 “/. well-known/acme—challenge/” i, J5 ERPEARH T “token” fH.
BEUR AR 200 5 FH AU ASCIT R o

GET/. well-known/acme—challenge/LogXcYV8. .. jxAjEuX0
Host: example. org
HTTP/1.1 200 OK
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Content—Type: application/octet—stream
LogXcYV8. .. jxAjEuX0. 9jg46WB3. .. fm21mqTI
(fE BT, ... ROREABAUT AU WK F820 T, Ba e RR. )

T R R () HEATmNL, DA AAR 55 3 T BLSS EPk .

POST /acme/chall/prV B7yEyA4 HTTP/1.1
Host: example. com
Content—Type: application/jose+json
{
“protected”: base64url ({
Talg”: SN2,
"kid”: “https://example. com/acme/acct/evOfKhNU60wg”,
“nonce”: “UQI1PoRi50uXzxuX7V7wL0”,
“"url”: “https://example. com/acme/chall/prV B7yEyA4”
b,
"payload”: base64url ({
“identifiers”:[
{ “type”: "email”, “value”: “alexey@example.org” }
1,
“challenge response”: “LoqXcYV8q50NbJQxbmR7SCTNo3tiAXDfowy jxAjEuX0”
1,
”signature”: “QlbURgJoEslbD1ch. .. 3pYdSMLio57mQNN4"

“challenge response” Bt & % HFZ AL SM2 15 % , ACME AR 55 g USC 2 i 1 =, AR 48 % HH 1 ““token-part1”
Fl “token-part2” LA & M HT % S ik PO H M R IR A EHBEN, FHRERSIRREM
“challenge response”—%{, —FINFR/REAEKI. WRA—F, IHERUE R

— HPbAk e, BIBkAER ) “status” FEBONME “valid” BY “invalid” , )7 M AZEUHE A Z Bk
LT .

7.6.3.4 DNS-Emai | Bi&%

W ER T B RRE T B S B . O 7 R RS0 UE BSAR JC iR R ACME IR 45 i 2 3% ) “token-
part1”HB A, ATt 77 258 Pk ik -
DI UE AR IR email BF, 2 o n] DLdid 52 g6 5 R B0 Uk MRS 3804 1 e e B ) TXT 3R
1O SR KA B Z R A6 42 61
type (WFE, FHE) : FHFE “email-dns-01" ;
token (AFE, FRFEH) : ME—ARIRBRERMIBENUE . XAMEDIIE DA 128 LLHIHE, WA Rl
T basebdurl FRERMIAITEE, WAE basebdurl FHRRPXEWER/NELRLKERN 22 MNF
£, JEut:
log2(64722) = 132 1/
EAFAE base64URL FRER Z ANPUEMIFF, BIEEATH (7=") . A REEPIEZERIIE 25
5, 15Z% [RFC 4086] .
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“type”: “email-dns-017,

“url”: “https://example. com/acme/chall/RgbdV14Gh1Q”,
“status”: “pending”,

“token”: “evaGxfADs6pSRb2LAVIIZT17Dt3 juxGJ-PCtI2wr—oA”

& v i AR AR PR R AR “ token” R TE B BRAR -

FRALZE DNS [0 AL 5 BE i 221 base64ur] Fmh . 2 7 i i 76 47 30 AIE (3R 44 A N _EARZE “_acme—
email-challenge” RHJEMBFEINIE, REHRHE—A TXT i3k, HAAWZ “token” fH. #illn: WRZELR
WEERFE /2 “alexey@example. org” , W% 7 g 424 LU R DNS id 5%, Hrheni i lilsaH =2 “. 7 ¥
B EILA RR.

~acme—email—-challenge. alexey. example. org. 300 IN TXT “gfj9Xq...Rg85nM”

A R R () BEAT WA R, AR AR 55 3 7T AR IE Sk bk o

POST /acme/chall/RgbdV14Gh1Q HTTP/1. 1
Host: example. com
Content—Type: application/jose+json
{
“protected”: base64url ({
“alg”: "SM2”,
"kid”: “https://example. com/acme/acct/evOfKhNU60wg”,
“nonce”: ”SS2sS11PtspvFZ08kNtzKd”,
“url”: “https://example. com/acme/chall/Rg5dV14Gh1Q”
b,
“payload”: base64url ({}),
”signature”: “QlbURgJoEslbD1ch. .. 3pYdSMLio57mQNN4"

WM N f5, AR SS i AR B R “ token” (B RIGAESZAL -

¢) A THAE DNS #hik, MRSSumP AT LA NP ER: AU AL Y TXT a3k

d)  IRAEH A — A TXT IR N 2B S5 A IR .

WL F A SRR, WSS Tl QiR A4KF] DNS i03%, B3 DNS o3 Al o7 6 4 A i ok ix
ey A, IS UE R

— Bk sE R, EIERERI “status” FEAEN “valid” BE “invalid” , 2773 % EUHE % Bkl
AR BRI IL K
7.6.3.5 i REMFRDLEE

TEVF 2 SB35 T, 75 ZEUE 5 1) 25 BN FH AN B & — AN 803k 42 B50R 7 ISRk, 17 vl g
TR e UM EARFR ORI A & o THRTEANTERISF T, TR E Z 2R F AR R R IX

IR B % P B i
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AT, 7E dns ZEAYFN email FARAR AR B, ARNEIEHETE R O R PIET . X — IR
4. sip T4, phone. ME—4FRIRFF (W1 id. VINAS. IMEI %) . permanent—identifier & hardware-
module &5 N ZAE A EMIRIH.

B UE AN [R] 2 AR VRIS, B R FH Ak RS B FEANAH [R] o IR 55 i . 4 AR A $2 58 FH A 1R E AR AR IR 2R Y,
A b B H SRR RO R o [RINA T X 5328 KA F b 5288, w DAAEE 5% R0k
(CSR) Hf1%; KeyUsage (DigitalSignature) A1 ExtendedKeyUsage (CodeSigning) & B NIEMHIE,
IR CA REW R %38 R & 28 R AT Fl K BUE 45, WA RS 2% 44 F T 1 g 58 %5 SH VA R B N
0ID “1.3.6.1.5.5.7.3.3” , CAYBAIETNIKEN 0ID “1.3.6.1.5.5.7.3.36” « CN LA E N

FHK P B TR

7.6.3.6 I RHREAR
7.6.3.6.1 —XxMO% (0TP) #kEk

— MO EARFRE L, ARSI EGAE . Pfma S A S 4E ) URL 1, s A ikt b
SRR PR A T ORIEVE, DA R HLR T IR E T oK. UM OTP vk Ty Sl id T A Bl
R Bma N, Jows - 5 RS 4858 BAE USRI T 75 005 B o SRR 7 2z A7 I A i ok 77 %8
045 SecureID 1 Duo Security. UISRFEZFTMIRA L URL HHftiyma iz, Jl4-panT DA i

type CIATFE, FHAFE) « FRFEH “otp-017 .

token (AT, FRFH) « HTME—FRRTUARBENE. OTP RAIA A HEARM . token {H
H 5K OTP AEUERFUHE LS. FH PR RE S AESR ALK URL R b Bl iy 5. . i B AN
B SR basebdurl FRERPIAMIFRF, HAREE base6d HATHFF ( “=7 ) .

{
7type”: “otp-01",
“url”: “https://example. com/acme/chall/WrV H87EyD3”,
“status”: “pending”,

“token”: “challenge”

}
7.6.3.6.2 ETF HMAC gy—x1O< (HOTP)

HOTP ([ RFC4226 1) f#i& 1 —FhJET- I [A) i 25 A48 A i B2
type GO, FHFHD « PR “hotp-017 .
token (7R, FIFH) : HOTP fH. RN 6 frir®m.
{
“type”: “hotp-017,
“url”: “https://example. com/acme/chall/WrV H87EyD3”,
"status”: “pending”,
“token”: 7123456”
}

7.6.3.6.3 ETFHERHN—XMEOS (TOTP)

TOTP ([ RFC6238 1) ik 1 —Fhdk T M 200 H A vk, E& HOTP My &,
type COFE, FIFEH) « FRFE “totp-017 .
token (VEE, FIFEH) : TOTP fH. NN 6 M FET:.
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7type”: “totp-01",
“url”: “https://example. com/acme/chall/WrV H87EyD3”,
“status”: “pending”,
“token”: ”123456”

}

7.6.3.6.4 NAEZRHkE

BT OBRMAHUET LA, AT P &0 RS REE A AR P a2 &R
WEZ, WA DA 4 e AR T 452 52 AR TR T LA AR 48 i 75 DR UIE S0 1E 1 A7 1R FABH EAT B 4 S500E
PKCS#11 At BOAE A4 RS /2 nT AT B . MU AUE I v BeA 2 MU P REFA A RIBIET, nTH T2
BERTE AR ). Rk, FH et 2544, DUk P A8 01 n] DA e & i i 7 Hp— A
FESZ HUE P A R T R T8 44

type (Wb, FFRH) « T “cert-017 .

token CAFE, FHFH) « HTHME—AR IR BT BIBENUE . UEF S0 AERT token 5 —/MH,
B v] DU A AL AT B 25 44 R A IR E ) URL. R/J5, ACME RSG5 &M 2 A M N Ak
56 U0 J5 1) A2 7 A0 PR AU AE  CEEXT G 5T v S 2 28 R R B ALIUE 15D 34T 7254 . token ALY
base64url FHRERUAMPUEFFRE, HABAE base6d HATHF ( “=7 ) .

{
“type”: “cert-017,
“url”: “https://example. com/acme/chall/WrV H87EyD3”,
”status”: “pending”,

“token”: “Some challenge to digitally sign”

}
7.6.3.6.5 WebAuthn 3¢ N4A/FAfAXT

W3C [} WebAuthn/Passkeys A HEFR1RrE MR 528K IR IE A FH/ XS Wikik#E WebAuthn B
N/ RN (PPKP) AR NBTHIZEAL, DA Z07E s FH O ot i) R 28 2 BTS2k = AR UE . WebAuthn BY 2y
/AU R E TR E K P, JFhE P amalE, REBEH WebAuthn FEUEA M —FEFENR S
M. S5HEM WebAuthn FIAEH/ RN —FE, SREEHBE S B TES, DAEHAHRI TG

BT ACME RS

type (0T, FHRFH) « FRH “ppkp-017 .

token (b7, FRFH) « HTME—AR IR BB BEHLAE . 05 I J7 05 0E 55 R B[R],
PR RO . H P B Re s d i s34ty URL SR, R ASE E/EfT basebdurl FBEEER
LM, AT base6d HEARFFF ( “=7 ) .

{
“type”: “ppkp-017,
“url”: “https://example. com/acme/chall/WrV_H87EyD3”,
"status”: “pending”,

“token”: “Some challenge to sign”

}

7.6.3.6.6 SSO k&%
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FIFHSingle Sign-on®pi B RAA, FILAM TU0UFHELeRs E R B M) By o IRSS ui v] LA T RI {5 1
IDP (Identity Provider) , {fiFHIDPRHIHRTEE S 17, FHFARIGZHTEE 2EIDP X ) B 5 2

FEIX PR TT =, $RHE—FhssoR APk, F W T SSOBLAR AT LA TE BUAH R S 3 36 10E o« AN A
IDPA] BESCHF AR 5 2, X Fh S 0345 2] LR B & BT i e B S —R1, T
AFRRRAL . MRS AT LA E E X EARFR AR, ARSCHER ] I il email . sip'5 %, phone. M
—FRRFF (Widv VINAG. IMEIRD) Z51E R 3 fAchrifl

SSOPkiK, HIXTMHIFARFRIAN: e-mail/sip/phone/id/vin/imei. SSOPkEEHIZERE Hsso—01.

SSOBkE T Gl

{
“type”: "sso-01",
“url”: “https://example. com/acme/chall/prV B7yEyA4”,
“status”: “pending”,
“sso-url”: “https://example. org/acme/start-sso/”,
”sso—provider”: https://identity—provider/sso/”

}

ACMEZ 7 %y 18 3 sso—ur 1 FF 4R E AT SSOPk Ak« 1] LA A B A2 7E 2 A~ sso-01 Bk ik, & P I AR 48 sso—
provideriE £ B I Hk A% o

sso-url SLVFZ P i K ADSSOUAE « FR AL/ B WA 2 AT I IR AR o 55 28 452 sso—ur L [JGETIE
Ko FEWCEIESRTE RIS, ORI B [A) BIE Y ISSOFEAE T, LAE A m] LS BI5& 24 1) S Bk
2SSO B D) 5E B S B b i, e 5 P i B [ (] CA, - B 5 (W) B CAFE 3 Bl SSOUAR IR F2 (it ) iz
B, R EHMNIER . 285, ARS4s NARH#ESAMLE Open IDRLVETE & 77 20, B UESE (7 IR 58 2.
AR, RS #s RESIE TDPY T Bk SRS R B 435 2 R IE B2 156 28

B A FIZERI B, Wil Aemail, sip5 . id. phone. B ME—HRIL (VINAD. IMEIRD) 257
B BRI, ACMETESSUESR (L T7 Bt (i, 75 EEARYE E AR P OREUH 7 S, ek H 2 55 Wid e
TR TFEES 8. AN, E£HIEIERSRCSRY, E4ECMFBRARiREH - &4 (Wisubject
CommonName/CNEY# sub jectAltName/SAN) , TiAEFEHEFEK.

7.6.3.6.7 &E5HPE

B GRS I FARFRIRZER . (1) permanent—identifier; (2) hardware-module. X[
Phik2E M N device-attest-01.
B BRER T SR :
{
“type”: “device—attest—-01",
“url”: “https://example. com/acme/chall/RgbdV14Gh1Q”,
“token”: “evaGxfADs6pSRb2LAVIIZT17Dt3 juxGJ-PCtI2wr—oA”
}
D) & P AT . 2% i 8 MR S5 i Pk SR token™ AN P i (4] K 7 85 H A4 7 5 61
TR TE kAR % P i A FH 5 FH AUV E kAR A2 BdWebAu thnilE IR 5.
2) B i ] I R A
5 P i M S Bk 5 R s T
POST /acme/chall/Rg5dV14Gh1Q
Host: example. com
Content-Type: application/jose+tjson
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{
“protected”: base64url ({
ralg’: "SM2”,
"kid”: “https://example. com/acme/acct/evOfKhNU60wg”,
“nonce”: ”SS2sS11PtspvFZ08kNtzKd”,
“url”: “https://example. com/acme/chall/Rg5dV14Gh1Q”
1,
"payload”: base64url ({
”attObj”: baseb4url (/* WebAuthn attestation object */),
1,
“signature”: “QlbURgJoEslbDlch. .. 3pYdSMLio57mQNN4"
}

3) MR 55 v A% s Bk

JIke 55 v A HE G0 R AR E B AR -

a. PHATWebAuthnZiEIifE;

b. FiF attToBeSigned f&ikM) & HIRBUR 1515 RSS2 A7 I 25 AH A BUAH LI

7.6.3.6.8 NEA PK #kkk

N PK BRI =R FEARAR I pk. csr Fll selfsign—cert. % HIHEERZRTA pk-01. A4
pk il AT DA SR AT A IR A B A B4R CMS (51 157 #F aPAKE/opaque Wh0) A2 H.. HAZ L2
WEUE T35 3R 0 B ZAE B A BT AL I AL, DAALZEAE 58T 5 (Finalize) MrBBECL CSR S
N A REE

ZIAE S SSO BRERARML, AR SET (1) YAEHIEETE OMS &0 5 & 2 T 1E A &4
Blana] PR 5 22 45 1Y) aPAKE/opaque #M; (2D CMS HAE4E T I P I B A8, TR, REMRSIR f 2k
PR CSR I AHE T HIAKRHA . RPEEK.

BRI =P EARAR IR A T, pk RN — MRS B A HRIF IR, KI5 E S 17 selfsign—cert
Fesr B 7R HIEIE B AN, 48 € 1T HIEIE S0y 1IX BSZ R PR S0y, B4 dns.
ips email. id/uuid. phone. sip T, H&IMRST (40 VIN i, IMEI £2) .

pk—01 kXS G«

{
“type”: 7 pk-017,
“url”: “https://example. com/acme/chall/prV B7yEyA4”,
“status”: “pending”,
“pk url”: “https://example. org/acme/start-pk/”,
“pk_provider”: https://identity—provider/pk/”

}

ACME & 7 i 38 i pk—ur 1 JF 46 HEAT A UE Bk ik . 7T CLIRI B A7 7E 2 A pk-01 Bk ik, & 7 i AR %
pk_provideriZEFxt N FIHkK -

R %5 2 N EE 52 pk url IGETIE SR o TEUR B MLISTE RIS, R & 7 ity 8 52 1) 215&E 4 1 IDPE 44 7,
DASE 7 m] AT BI04 (1) B B8 iE, 72 IDPH ERAEA P& BRI P AHEE . A850E (RIIGIE A ST
MAVARIERIRD ScR2 TG D SRRAHZE A RS 2) Opaque/AKE; 3) NIZK/DLEQ proof. &
F U TE A BHIGUE I 75 BLHR 2 IDPER AL — FhISAIE D o 24 TIDP S 2t 7 Th 5E s FH P A BHIRIEfS, B
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% P vt B [ (M ACME R 5% %ty , - B0 [m) 318 P i £8 3 B pk i AR I SR A AL B, FRE S AH R UE R . - 1Y
WEBAE S-S P EM A H P E BRI P A A E S X T8 Fpk TS IEBRIIT 5§, FHE
Kook 5P ARS8 M selfsign—cert (csr) HiEIEB T8, 875 BRG] a5
S EELR SR EE .
TERRRTERUE, finalize BYBUS T ENT R AL CSR T AL . KRIEHAHAHE S ESTS
HAG T R — 2
7.7 EBBHE
FHESR MAAIETS, %5518 ACME AR 455 ) revokeCertURL 3% POST 13K . POST 3442 —AN JWS
TG, Fo JSON A7 #5060 & B i Bk S
a) certificate (Wb, F4FH) « BMBMIET, KA DER #%311 basebdurl g A; (FE:
BT B basebdurl, AHE PEM 3k, Frll5 PEM AR, O
b) reason(optional, int): MAJREK .. WIHRKEE T B, ARSumaE AR OCSP Wi WAl CRL B} N,
% Z W% reasonCode CRL 2 H¥ . ARG umn] LAZE 1L F{# F reasonCodes [ T4, 1 iER
& A ot W M reasonCode , M MR %% wwm NOfF A OB R K A
“URN:ietf :params:acme:error:badRevocationReason” FE#E't., R[5 BN 1%TE H 7046
16 Jo LRI AHS
I SRAN A T HoAth ACME 383K, BRI AT o] DA F K 7 % B Bk 5 v () 23 X AT 28 4
A5 FH b P 2 B L2544 R s 1«

POST /acme/revoke—cert HTTP/1. 1
Host: example. com
Content—Type: application/jose+json
{
“protected”: base64url ({
“alg”: "SM2”,
"kid”: “https://example. com/acme/acct/evOfKhNU60wg”,
“nonce”: ”JHb54aT KTXBWQOzGYkt9A”,
b,
"payload”: base64url ({
“certificate”: "MIIEDTCCAvegAwIBAgIRAPS...”,
“reason”: 4
b,
”signature”: “QlbURgJoEslbD1ch. .. 3pYdSMLio57mQNN4"

url”: “https://example. com/acme/revoke—cert”

A FHAIE T B BN LA 4 s Bl

POST /acme/revoke—cert HTTP/1.1
Host: example. com
Content—Type: application/jose+json

{
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“"protected”: base64url ({
Palg”: M2’
“jwk” : /% certificate’ s public key %/,
"nonce”: ”JHb54aT KTXBWQOzGYkt9A”,

”

b,
“payload”: base64url ({

“certificate”: "MIIEDTCCAvegAwIBAgIRAPS...”,
“reason”: 1

1,

”signature”: “QlbURgJoEslbD1ch. .. 3pYdSMLio57mQNN4"

url”: “https://example. com/acme/revoke—cert”

GM/T

XXXX—XXXX

FE MASIETS 21T, AR 5% I N 96 IEF T2 B R s PR S A BURHIE TS o M55 i i /05 B LU TR %

B4 45 e K -
a) FRIETMMK
b) A A EAAFRRBRAL K

B SRAE ) SAEAS T AR BRI A EARE 44, 55 i LA A R 4 1 SR A 2L

AR AR, IS5 dn  [EPIR SRS 200 (0K) o Ar2R MBS R0, g% i ik ol — MR Bl 4o

FAE O, AR 5% dn R R BRSNS O 400 CHE R B SR D A R T S,

“urn:ietf:params:acme:error:alreadyRevoked” .

HTTP/1.1 200 OK

Replay—Nonce: IXVHDyxIRGcTEOVSblhPzw

Content—-Length: 0

Link: <https://example. com/acme/directory>;rel="index”
-

HTTP/1.1 403 Forbidden

Replay—Nonce: 1XfyFzi6238tfPQRwgfmPU

Content—Type: application/problem+json
Content—-Language: en

Link: <https://example. com/acme/directory>;rel="index”

{

“type”: “urn:ietf:params:acme:error:unauthorized”,

"detail”: ”“No authorization provided for name example.org”

}

7.8 HiIER

AR RN

SAT1E B ("renewal Info”) BIRAVFE F i £ ] ACME AR %525 LA T f X TR ST IE BN, FF

FOVFR P I AE SE T (AT AR 7 S HRE T ) A E8 R R 55 9 o

7.8.1 REVEITEE

FAERIE BB IEITEE, &0l GET 1 R KX BIIRSui 21T (5 5 URL T 4.
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FEAL S A SUE P I ME—FRIRAF, H baseb4ur]l Ymfid M BCE HARIRST (AKD [ keyldentifier
Bt AR “07 DL DER ZwtS 7 oS F B basebdurl Zwtd (Aritmic MK EFT) o Fra R
BEA 7 2 R=h IR IE— R IR AT B T AN 20 Hh R

Bildn, gk H PAE B RS SIARRT : 69885B6B87464041E1B37B847BAOAE2CDE01C8D4, ik +i/5
BE N 0087654321, Fi# basebdurl #wfid Ny: aYhba4dGQEHhs3uEe6CULN4ByNQ, J5# baseb4url #wid
9 ATd1QyE: W72 ok 4% an ~ 77 20K 8T 1K -

GET /renewal-info/aYhba4dGQEHhs3uEe6CuLN4ByNQ. AId1QyE HTTP/1. 1

Host: example. com

Accept: application/json

7.8.2 Renewal Info &

ACME RenewalInfo X R I HIIT :

suggestedWindow (X%, WFF) @ — JSON X4, HWEWHANHE “start” Fl “end” , HAHNZ
[ RFC 3339 #E s U i I )8R, B985 1 CA ST IE T B[R] & 1

explanationURL CZFFEE, AIIE) « — MR HMBEINETTE DU URL. B, & n] LU
B CA S BT SR ) DU, ] DR e S MR L 1E 1552 B R HIASE 1 B S AR (R DL TR . 545 (R 2% ) i L
F4 0k URL $R L5 HgfE R (A

HTTP/1.1 200 OK
Content-Type: application/json
Retry-After: 21600
{
”suggestedWindow”: {
“start”: 72021-01-03T00:00:00Z”,
“end”: ”72021-01-07T00:00:00Z”
|
“explanationURL”: “https://example. com/docs/ari”

}

R %5 B8N ELHE—A Retry-After SkZ4L, #8785 ACME A4S 28 & ULIMIAC TR [RIRE A5 A WA (175 7 i Jo
2 H A A 26 R R ST (5 8 URL,  RUOMAR 5548 AT RE 2 SE AR suggestedWindow.,
FEE IR AW BAT & LN, PRI TR 23T . U ] LR SR R ST I (] -
a)  FEREUUKIE 1k REgE—FEALI (A .
b) AR i LR, SLRIEAEET
o) N, IR A LR AR E N R ST, AT R
d) AN, W RER I (R 7R 2 7 i R RO MR (8] 2 f, L RP SR ST .
e) N, MEARE]TN —ANIEH B E, HEE ART, RJIREEEE a)
FEFTAEOLT, Sl ST AR T2 7 S AT (8 5R [] 3R AT X [A] B
P A R R DA 7 B NI AT AR, DU SRS A ART o JX SR 1 i i A i A7 S W 1
FR, DMEREINEAT IR A 2 R EAE E R 0L T B @ AR . A0S BN EE: 455
IR (HT 3 BRI ARERSE SO AR R U I (8] o
R SR P S A WA e N ) A SRR (BTN SRR TR BRAE T AR I TR ER AT, e N % H O
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SETRMEETE TS, FE0] A8 LUE M H nBE T A IR 5 B iR,
7.8. 3 ITENRII R

N T AGTE RAUEBER N LATIEB AT HRE S, KA Order XTRESIN—ANHr7-BL:

replaces (CZfFE, RIE) « ME—FFFE, PRIGIT B Je ATk HOAE B AR . hME— bR iRTF )
G GEREEEMA, HF GET WK, s 7.8.1 Wk,

WAREBIITH, % P i SMAZAE  newOrder 1R AL & b B . (RN ACME AR 553 v AR AEH H
SR S BRI R B SRR, WA ROz AL & P B

POST /new-order HITP/1.1
Host: example. com
Content—Type: application/jose+json

{

“protected”: base64url ({
ralg’: "SM2”,
“kid”: “https://acme. example. com/acct/evOfKhNU60wg”,
“nonce”: ”5XJ1L31EKMG7tR6pA00c1A”,
“url”: “https://example. com/new—order”
b,
"payload”: base64url ({
“identifiers”: [
{ “type”: “dns”, “value”: “example.com” }

1,
“replaces”: “aYhba4dGQEHhs3uEe6CuLN4ByNQ. A1d1QyE”

1,
“signature”: “H6ZXtGjTZyUnPeKn. .. wEA4Tk1Bdh3e454g”

ACME AR 25 ity b %A% 2% L U3 [ E T3 A newOrder 5RA& XM F[A— ACME K/, ‘Bfi 127 24t
ZAFRRRE, DL CIRBIIUE T R AR IEN “ToR” AT BB . Y R AE A A (48
BURRE B bR IR UCIC ) B T R 55 ity SR o SR o A o AT ] — AN R, ) AR 5 v B AR 4
newOrder if2K. WIHRIRSEAELETER, FvORAIIUER OAmc g, WAZR[E HITP 409 (i
), HPEERAN “alreadyReplaced” HIMERY (ZWEHE 7.4 79 .

WIERNRS A2 “replaces” FEM) newOrder 53K, WI'EAFENBIAATN. Order X4
J B R R % B

B AE BT RE Z A g, BFEEART:

o RTAECIRAIMIAT EHE R ISIT B TN BIAY newOrder 1R &K, 83& RV E

geid 2 ] Cin ARG S S A
o IRERZEMBARZRIUE I EHAB L, DMELE 5 R Y R
o CREARHE R — A RIMUL IIIE S 5 SRR 5 58 1 5 R SR 40 8 72—
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Mt & A
(e )
YmAD R T EHRAE
A1 BRIKRZERL: application/pem—certificate—chain

MRS AE — AN AME A PEM SCARZES FUE o eSO HR e 0 SCAR G 37 A8 B ™ 4% 1R G
HHAF O S AR SO . R ABNF R, Herh “stricttextualmsg” 5 X2 W, RFC 7468 %
3 :

certchain = stricttextualmsg * (stricttextualmsg)

N7 HRMEE TLS (T 8 B ERAE, S MIEH R PR o 845 S20E 0N 1% B IR W Hi 1 1)
WEF o BRONIE B 5 E ZE RN 43 K S ABAEIRRIETS, BT LRSS AR AR UE FmT AN H i

PR AEETE “Media Types” vEMFRAEM -

KMZFR: application;

TR FR: pem—certificate—chain;

WLiRBH: TG

AlIESH: T

PhyE I Thit;

AR AR L HORERIIE S . LR R A BB N A s

HEAEMFER R T

CLRATRNE: A

{FRNZEEARE RIS . ACME 2% P o AR 55 S HTTP R 25+48 HoA 75 E200 BEE PRI M o

A.2 HTTP BEEHIEH URI

PLMECAE “Well-Known URIs” VMt
URI J54%: acme—challenge #Y pki-validation;
AR F BT,

PGSR : 35 7.6.3.1 1

HREE: AiEH.

A.3 Replay—Nonce EHKEHLE HTTP 3k
WEA 1, LLFECHE “Message Headers” YEMEE VM
= A1 BEIEMAYHTTP Sk

Sk BAATR P RE S
Replay—Nonce http standard 6. 7. 179

A4 “url” WS kB

“JSON Web Signature and Encryption Header Parameters” jEMFe it bl NHE:
a) SkZHAFR: “url”
b) kIS URL;
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c) hkSEAEHAMIE: JWE. JUS;
d) AZEMTTAN: IESG;
e)  BVESCRY: AR KRIREIGIAIE. 1.

A.5  “nonce” JWSLB#

“JSON Web Signature and Encryption Header Parameters” y¥j3 & CyE ML M1HE:
a) kLR “nonce” ;

b) kIS Nonce;

c) KBHUEMALE: JWE. JWS;

d) BHEAMTTN: IESG;

e) FIVEICRY: ZE6.7.17%.

A.6 ACME B9 URN F4p & Z318] (urn: ietf:params:acme)

EMERLFR: acme;

T A

T e HTTP://www. iana. org/assignments/acme;
fabrA: Jofs ik,

A7 FEMER

TANA Qg 7 DA R VMR

a) ACME BKP X RFB CBEA 7.1 1)
b) ACME TN RFE (BFA 7.2 ) ;
¢) ACME AU G7B (BEA 7.3 19
d) ACME #iREA (BEA. 7.4 1) 5

e) ACME TR (BEA.7.6 1) ;

£) ACME Ho#dE 7B CEA 7.7 1)
g) ACME EMRARINER (BEA 7.8 F1)
h) ACME BGiE7v% (B A.7.9 1) .

A 7.1 RPSRFEFER

“ACME Account Object Fields” VENI#FH T A7E ACME ik /) G rbfs B i & LM BL AR b
it~ “configurable” HIFERAIHEAL S 7E newAccount iERHT, W&,
*ﬁm:
a) TE%: 1E JSON X R FE B 445 H s
b)  FERA. BRRMLMEMZEAY, 0. string, boolean, array of string;
c) IER: {H “none” BUERN R RVFZFEANERILIR, BHLLFE:
1) “new” : Xf “newAccount” URL HJiE3K;
2)  “account” : XM URL FiF K.
d) Z%: ¥ SZFBEIH;
e) WIENE: 9.1.2 1E XL T FBMIR.

= A. 2 ACME T P35 = ES

| FRAH | TR | Wk 5%
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A 7.2

“ACME Order Object Fields” VEMERFH T NLE ACME 11 Bt % A F 1 52 LI FEX A FR

status string new, account AR A
contact Array of string new, account AR A
externalAccountBinding object new At
termsOfServiceAgreed boolean new A
onlyReturnExisting boolean new A
orders string new A
TRENRPFE

A CaricE” BT BEE S TE newOrder iR, KA. 3.

PR -

a) FB A AE JSON X R FIfE 7 B 77 e

b) FEEA., BERMAEHERIZEREY, Ul string, boolean, array of string;
c) TIECE: AR, TR RS T N I A

d) 2% &z TBHIT

e) WIHEAZE: 5 7.2.3 TE LT TR

FA. 3 ACME iTEAXTRFER

FB 4 FERH A E 2%
status string false KA
expires string false KA
identifiers array of object true KA
notBefore string true VN
notAfter string true AR
error string false Ny
authorizations array of string false AR
finalize string false AR
certificate string false AR
certificateSign string false AR
certificateEncrypt string false AR
certificateSM2 string false A
replaces string true AR

A.7.3 IRETRFHFER

prid

“ACME Authorization Object Fields” JEMZFRFIH T NTE ACME FBUN G A i 1M 8 ) 7Bt 44
o FRICA “HIEE” B 7FB T REE &1L newAuthz TR, LK.

FRAR -

a) B 1R JSON X R A A7 BL 545 8 s

b) FEEA., ERMARERIZEEY, U0 string, boolean, array of string;
c) AIECE: A/RME, FR RS A 1 NS R b b R AE
d) 2% OEFERHTT;
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e) WIUEWA: 55 7.2.4 %% T FBFRAE .

KA 4 ACME $F R FER
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TR TR FIACE Z
identifier object true KA
status string false A
expires string false A
challenges array of object false KA
wildcard boolean false A

4 Renewal Info MR P EIFEL

“ACME Renewallnfo Object Fields” JFEMRFIL T ATE ACME L1115 BT G Hh 48 A T e SLH 7B

2R, WA

A 7.

A 7.

FRAR -

a) B fE JSON X R A AR 7 BU I 745 5 5
b) FBORAL: BRAAIE MR,
c) B Iz TBIIHIT;

il string, object;

FA.5 ACME TR FER

FB4 TR Sk
suggestedWindow | object A
explanationURL string A

5 $EiRR

“ACME Error Types” yEMFRFIH T 7E ACME &5 iR A 1) “type” B AL URN AE A4 FH 1R
TR«

a) . BEAEIEIZHEE R URN FFRES, 72T “urn:ietf:params:acme:error:” Z J&;

b)  HIR: AR EAER A

c) % ¥ EIRNHLT

d) 6.9 TTREPIEMAFIR, WE Reference B M AR,

6 FERAE

“ACME Resource Types” JEMIRFIH T ACME g 55 v vl BEAEH H X G 51 H B B 2R 4
B«

a) FEBA: EHFZN R HEFB A IME;

b) WK FEARE R B SE Y,

c) B ENLHERFERMIHTT .

d) BIEENZ, W&

ZZ A. 6 ACME &iR%H

newNonce

NewNonce
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A 7.

newAccount New account A
newOrder New order A
newAuthz New authorization AR A
revokeCert Revoke certificate AR A
keyChange Key change A
meta Metadata object AR A

7 BERM&H ‘T MRPPFER

“ACME Directory Metadata Fields” J¥EMER%IH T A7E ACME HEX 41 “meta” FEHEEM

JSON %o G Hh A I i 5 SLAR) 5B 44 A o

A 7.

A 7.

U

o) FEA: fE JSON R Gr PR B4 B2 o

b)  FEEM. ERMEMERZEA, W string, boolean, array of string;
) B EGAFRIHI.

d) HHEAE: 7.2 LEN T T BRAE, K.

FAT7 BERMRF L MRFHFER

T4 FECERM Z%
termsOfService string A
website string A
caaldentities array of string A
externalAccountRequired boolean A

8 EFFRIARE

“ACME Identifier Types” yEMZFFIH T 0] LA ILAE ACME FZABUN G 1 E AR IR IE A
*ﬁm:

a)  FR%E: EJRNERARRXT R “type” FELHIHE

b) 2% BN EMARIRIEH T

WITENZS, WR:

A 8 ACME RN R EAFRIHALER

o 2%
dns A

9 WIERE

“ACME Validation Methods” JE:MEFIH 1 CA B LABGAE EAAhr iR # i 8 AR IR . AN

I NIEEE RGN T ACME Bk, “Identifier Type” FEXMN B L “ACMEIdentifier
Types” JEMRIFIFRZEF|
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) ACME: WISRIAIE L% BT ACME PEEZEAL, WA “Y7 5 BIY “N7

d) 2% ¥ RIETTER T .

ZIENMERE RS R % H (. 7RI o IR H NG “ACME” FEUXE N “N”
H# “Identifier Type” W HE N “RESERVED” .

WITENZ, WER:

RA9 WIEEMAFRA

Fr%E FARBRRER ACME %
http-01 dns Y A
dns—01 dns Y A
t1s-sni—01 RESERVED N AR A
t1s-sni—02 RESERVED N AR A

FEVPAS LR R P ) FRE SR IS, 4858 & KSR T MR 7 ik B TS ol BERAE e S, FFER
A5 I B0UE 7 B S o o2 U, 0P S A IR 55 i /S W] R[] — 245 SR 5 S P AS [] ER) B6AE 7 3

fH “tls—sni-01” Al “t1s—sni-02” $EfREH, BEAEAIIERELENEHL T A 2240 p i Bk -

IUE BN T M S ACME 7. Bltn: —A CA AIREAs SBIEM — A IRAE F ik FFe S
CAATACME-CAAT ) ACME 4™ J& — 2 i ] .
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M % B
(R
HMANAifs

ACME ) #7837 Fl 7 )y Web 353K EX SSL AEHS (HTTPS) o FEIXFHEIL T, Web RS2 C 4R E B
T—AEEANEL, R BAERAEM Web AR 242 5 HIEM N T IX 84
DV IE 6 R 5 26 25 -5 38044 5 M S I B P —1IE T34 k3 ] LATE 58 S AR Rk AT 28 Had A2 ol
KRR, XEWEARBEL T, ERER BIEAMZREFEF ATE L BE T LLE Internet )
WERRAAPAT, THRHINN T
£ ACME 211, {EHE HITPS RSS20, AR5 4 B Dl 2 25K 1a) CA MUK HF RS . i R4 A 5
MU f8 B ACME 358 HTTPS R4S 58, 2 IXFEM:
a)  ACME & P 32 n i AE i N Web il 2% 2548 FH 138044 5
b)  ACME %% 7 it 3 /E B0 ASRASIE TR CA %138, ACME & /i i e 23 A S AHE
%
c) PR UERE— CA;
d) fEf56, ACME 27l &R CA FF1i SR e ik 42 28 R AE s
e)  CABRIEZ bl SR ek 42, 3 ik ACME 2 7 S AT — L8] DL R BEE i 4% 148k 42 ok 5 B
EVE. Blhn: CA RIREEESRIE K example. org I i fit example. org FHJ DNS it —4
A7 ) i HTTP %3 (http://example. org) ;
£)  —H5EM CA ERIIK A IGIE, CA B2 RIETS, ACME 2/ H 3 FaJF2edi e, nfLUEd H
TR R A5 Ty 2 R
g) ACME 27" ufi & HHEX R CA LISRBCEHHE T, SULMILMTFRZERE NS, DR Web M2 253
REIE & H L IX S A 2 R 1
XHE, HEEH CA S RKMIEBILE OB R —ik AZIERIEE 5. Mok, 4id CA R MIE B R
/DI TF-Ti. ACME 5 HTTPS JIR 45 5 Wit 52 % ¥ 45 & {6 49 Ik 55 2 AEUE 28 R 5 Re L B F 20 &
TR, XA 73 3l A B R TV 22 FR IR TRTIE PO B A
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Mt R C
(FERHE)
RETEEN
C.1 #hA

MW%*ﬁﬁ?%ﬂﬁ%%ﬁﬁvﬁﬁﬁﬁﬁﬁ%%w&oE%JMEM§K§%HH%%ﬁ%
AR SR, A OR BAESIERI I ZRE R 1w, I H AR A R BAE . ACME ik /™
FAN R s PRI A AR H AR i I A SRS B 14 H AR

a)  RAEH EAARRII 4 BESAG1Z T ARFR IR AL

b) *EFﬂ,*A%F SIS BER 55— NI P A 48

FEARTTH, FATRFRIA R ACME JEA (RS LK ACME £E1Z BB A rh SLEILIX 46 22 4= H B )
Jie BATIET 1 T ACME R 5% b i e FOFE 468 A 55 RS, BAR HLAl — BB % T S R 0

C.2 RipmMRE
YN Internet FH—TiRS:, ACME | 2 1E4E T Internet BRI, 26404 ACME i, % 5& ACME
RS IS B @7 5HAD Internet EHUZHAMRGHM CLED -

a) —/ ACME J@il, J@id'ezc#t ACME HTTPS 3K,
b)  —ANIGUEIEE, ACME H&ﬁz:Qﬁ SURE/S il Ei%ﬁhﬁi:ji{ﬁllﬁ;j{LliiLIHEZEQFjJﬁﬁXjf}i14&*T1}1Eﬁf*%ﬁU

———————— +

| ACME | ACME Channel

| Client |

+————— + |

V

e +
| ACNME |
| Serwer |
o +

— + |

| Walidation |<

| Serwer | Validation Channel

+— +

C.1 ACME £ HVIRISEE

TESZER T, X B IR TG (1) RS AR SE R RIOL T, EAERZEEN N eI AR, flan: 4
I A E fE SRR ACME JEIER L5 5] ACME RS S A NE HTTPS 42 A5G 1 @ 18 H 36 HTTP By
DNS %K o

M SC B, ACME B ZEBT IEAR AR BN IE b (1) = B A sh B 5 . 2420 3 W] DA ) ACME i
B AR —ANEIER, SR SIRE TR .

7E ACME J83E b, B 1 W28 2 Buei 5, FoA 100 75 2225 F8 R 2 1) A TR] N (M M) Boeh Al F Pl A= £
BT R AR 2 MM ORI il vk 1 I AE (M X i, 91 CDN ARG TLS MitM ZhaefyHim . By ki
ACME MR By R AT B3 1) 96 UE 8 T8 (1) S0 e 3 0208 782 ACME 25 7 i (A ik, ARAE DO R1FIEVE
L

ACME APl 1k MitM 7E ACME 81 kA7 FAW SRR R H o 1 an . 2R st 35 ] DLK & DY IE 19
“badSignatureAlgorithm” FEiRMRL, 25 7 by B 2 MR 55 i SCRE AR B2 4 % . fREET T H

HERE (1 COND)  E R MitM AT RLIE S 2 Fh oy 25 80 48 Ik 55 2% 4

C.3 RWHITTEM
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ACME  Fo VAR AR N @ik 3 K ;3 B IR A 2K P % 0 K 0% newOrder 15 3R R 1E SR FAARFR IR Pk
i, LB 5o PR, RBOSAER e RGAT E AR RIS UE PR, DA ORP R R RE (1) KA K
X BIFAHAN (2) 28 1 AH 5 A bR TR BN 58 o

IS UIE R B 55 0 52 B P 25 %, DL ACME  HTTPS 53R ) MitM R] DRBE 13844 15 3 1k
VB U R BRI P 2 S Ol . an S CA #E 3 ACME 42 FI T A CDN Bl 28 = J5 I [ A,
e HBLEIE MitMe X Fh MitM i X rT R A LR A

a) VR A AR BT A

b)  MitMyE MK E H%T B

c) BRI E ROEE A A AR newOrder 153K

d)  MitM#PHEVETE R, (HREE K - %5 B 2544 I AH [FE K ;

e) ACME AR55um & Bk, MitM B EbbkEE kA S F a4

£)  BVEERRA AL R

g)  ACME FRS5ui AT I UE A FE & H A A A R A R AL 1R e B 5

h) OSBRI T e S P B AH B AS A4 I R R ), ACME IR 55 i AU T 7 %51 B

(MithD) WA %80 A (RiEFFEE)

Domain ACNE
Holder Mith Server
nevhccount (4
> >

nevhccount (B

>
nevOrder (domain, &)

>
newOrder (domain, E)

>

authz, challenges authz, challenges
4 4

response (chall, &) response (chall, B}
> >

validation request |

4

validation response

Considers challenge
fulfilled by B

|
|
|
|
|
| |

5 FARAKAREASENIERENPEARSE

B H 5k 20 1k 85 R # AR e P FABH AT IR 25 it 30 AT B IE B 1) 2 T IEAT 488 o B AR BUR B T 1k
U, R I B e T 7E 56 R e B AR A R 5 v

Poll 5 E AR U DG 5 2 18 BER & 7 wi AT — 2 HA A A ) AR IR A A RE AT I
VERTERIT o EERT A SO Pk, BRI T

a) HTTP: 7EIRAAM Web fli45#% L1 well-known ML

b)  DNS: NI 2 DNS Bt .

A JURh 7707 Dol fox Lefig v, BFEERRACE A S E . il fERVFIEEEBE S A well-known
(1) Web Ml 25#% b, ATATH P #0T LU i 52 HTTP ik R/ B 1% Web IRSSH I ENLA . FIFE, R
Al T ACME BRI i I 45 it 0 AT N IR, M AT 38 vl DU %05 A SR J8 5 ACME SREIE
o
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1 FHATAE IR S5 3R AL R A2 ACME B8AIE A — MR IR o 40 R34 B AT 0 DNS 5K Web IR 55 2% 14 1F
AMELERFERE MRS TR LR, MFEAE IR S5 HR A P T2 R BT 48 Bt e By 1 Bk . RSN VR K, FEE TR AL
A X BN st A A LA SR

A RAZFEE AT G R BEETUR 7 A5 ) 58 g8 Uk 1 fe /7. Blan: i ACME 45 st HTTP
B uE HHOBAE HTTP E5E A, JF HMBhig S mde gt 7 — M2 0 R 3 e i, et R 2t iR i) i5 K &
SE VRN F 3. AR5 B [H) 1 H A o] DU S 385 HTTP B8 AESRBGIE TS, R 35 R 45 i AN 018 56 AIE 4%
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