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Everyone already understands that email needs protection since it is postcard. The harder question is 

how to protect it. The market offers a wide range of approaches: transport encryption, secure webmail 

and encrypted portals, proprietary encryption systems, and various application-specific solutions. They 

can each address a particular threat or use case, but many depend on a particular provider, platform, or 

ecosystem. S/MIME is different. It is an established, standards-based approach to message-level email 

encryption and digital signatures. If email protection is truly to become a capability for everybody, it 

needs to be based on standards that different products, organizations, and users can share. That is the 

foundation on which S/MIME can become universal rather than simply another closed email-security 

solution. 

1. S/MIME Is Ready. The Problem Is Adoption. 

S/MIME is not a new cryptographic technology. It has been part of the email standards landscape for 

decades, and its two core applications remain straightforward: encryption protects the confidentiality 

of message content, while digital signatures provide cryptographic evidence of who signed a message 

and whether it was altered after signing. Technology is mature. What is not scaled is the way 

organizations and individuals are expected to use it. 

The traditional S/MIME experience makes the gap obvious. Users or administrators must obtain 

certificates, install them in mail clients, manage private keys, configure encryption and signing, renew 

certificates, replace expired ones, and deal with different certificate authorities and trust environments. 

None of these operations are especially difficult for a PKI administrator. Together, however, they are 

enough to keep S/MIME from becoming a normal part of everyday email. 

This is an adoption problem rather than a cryptography problem. If S/MIME is to become a practical 

capability for everybody, the surrounding operational model must change. Users should not have to 

become certificate administrators before they can encrypt or sign an email. 
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2. Digital Signatures Can Start Working Immediately. 

Encryption and digital signatures solve different problems, and both matters. Encryption protects the 

message itself, but widespread encryption depends on the recipient having a usable public certificate. 

Digital signatures have a different deployment characteristic: a sender can begin signing messages 

without waiting for every recipient to have an S/MIME certificate. That makes signing one of the 

fastest ways for S/MIME to deliver practical value. 

The value is not simply that a signature exists somewhere inside an email. It must become usable 

information for both people and systems. In ZTmail App, cryptographic verification is turned into a 

visible identity signal. Instead of asking users to understand certificates and signature details, the 

application can show that the message has been digitally signed and present the verified identity 

information in a form the user can recognize. Cryptography establishes trust; the interface makes that 

trust visible. 

The same cryptographic result can also be used by ZTmail S/MIME Automation Gateway as a security-

policy signal. A valid S/MIME signature and a verified identity can become part of the criteria used to 

decide how a message should be handled or released. This changes the speed of the first trust decision. 

Traditional email-security systems may need to inspect message content, links, attachments, or other 

signals before determining whether a message should be trusted. A digital signature provides a 

cryptographic signal that can be verified immediately, before deeper inspection takes place. 

This does not mean that cryptographic identity replaces malware detection, phishing analysis, DLP, or 

other email-security controls. Those systems still do what they are designed to do. The difference is 

that the security architecture can establish an important part of the sender-trust decision first, then 

apply content and threat inspection as required. For business email compromise and impersonation 

attempts, that earlier signal can be particularly useful because it gives users and security systems 

something stronger than the appearance of a familiar sender address. 

3. Automation Makes S/MIME Practical. 

The next barrier is operational complexity. The only sustainable way to remove it is automation. 

S/MIME automation should cover the operations that normally turn certificates into an administrative 
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task: requesting certificates, validating the necessary information, issuing and deploying certificates, 

configuring them for signing and encryption, renewing and replacing them, and maintaining the 

relationship between certificates and email identities. The user should make meaningful decisions; the 

software should handle repetitive PKI work. 

This principle is important because automation should not mean taking control away from the user. 

The user still owns the identity and the private key. Automation removes the operational burden, not 

the user's control. 

The broader lesson is verified from the evolution of Web PKI. TLS/SSL Certificate automation 

changed the practical usability of HTTPS by removing much of the manual work around certificates. 

S/MIME needs the same kind of operational transformation, although email has its own trust and 

deployment requirements. The task is not to reinvent S/MIME cryptography, but to make the 

cryptography usable without requiring users to understand the machinery underneath it. 

4. Cost Should Not Become Another Adoption Barrier. 

Complexity is not the only obstacle. Certificate cost can also make S/MIME difficult to adopt, 

particularly for individuals and small organizations that have little reason to purchase and manage 

certificates one mailbox at a time. 

For that reason, an individual or SMB solution needs a low-friction certificate model. ZTmail App can 

automatically configure a free S/MIME MV certificate within the ZTmail Trust ecosystem, while users 

who require higher identity assurance or broader external trust can use other paid service for high 

assurance identity certificate or global trust certificate. The important point is not that every certificate 

must be free. It is that certificate cost and PKI complexity should not prevent ordinary users from 

starting with S/MIME. 

At enterprise scale, however, the problem changes. An organization with thousands or hundreds of 

thousands of mailboxes cannot treat every employee certificate as an individually managed public-CA 

transaction. It needs certificate infrastructure that can operate as part of its own email environment. 

That is why the enterprise model uses the ZTmail S/MIME Automation Gateway with an 

organizational certificate infrastructure. A built-in Enterprise CA can support a dedicated 

organizational SubCA and automate the issuance and lifecycle management of employee S/MIME 
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certificates within the organization's trust domain. In this model, the enterprise is not simply receiving 

another mailbox certificate from a cloud service; it has a self-sufficient mechanism for operating 

S/MIME on an organizational scale. 

5. One Principle, Two Product Strategies. 

Making S/MIME available to everybody does not mean building one product and forcing every user 

into the same deployment model. Individual users, SMBs, and large enterprises have fundamentally 

different operational requirements. 

For individuals and smaller organizations, the ZTmail App puts S/MIME automation directly into the 

email client. Existing email accounts can be connected, new certificates can be requested or exist 

certificates can be imported, and email signing and encryption can be handled as part of normal email 

use. The objective is to make the cryptographic layer largely invisible as an administrative task. 

For larger organizations, the ZTmail Gateway separates S/MIME automation from the user's existing 

mail client and email infrastructure. It can work with existing email servers and security gateways 

while taking responsibility for message-level signing, encryption, decryption, certificate lifecycle 

management, and trusted-identity processing. The Hardware Gateway adds the organizational 

certificate infrastructure needed for large-scale deployment; a software deployment option provides a 

lighter model for organizations that do not require a built-in Enterprise CA. 

These are not competing interpretations of S/MIME. There are two implementations of the same idea: 

certificate operations should become infrastructure rather than user work. The App applies that 

principle at the mailbox level. The Gateway applies on an organizational scale. 

6. From Practical Adoption to S/MIME for Everybody. 

There is an important limitation that any serious discussion of universal email encryption has to 

acknowledge. S/MIME encryption requires the sender to have the recipient's public certificate. That 

means encrypted communication cannot become universal overnight simply by automating certificate 

issuance. Certificate coverage must expand across organizations, partners, customers, and the broader 

Internet. 

Digital signatures can move faster. Organizations can begin signing outbound messages and making 
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verified identity visible to users while certificate coverage for encryption continues to grow. The two 

capabilities therefore reinforce each other: signatures establish an immediately useful layer of sender 

authenticity and message integrity, while encryption progressively expands confidentiality as more 

recipients become reachable through usable certificates. 

This is why S/MIME automation should be understood as more than certificate management. It is an 

application model for turning established cryptography into an ordinary communication capability. 

The App makes that capability practical for individuals and SMBs. The Gateway makes it deployable 

and scalable for enterprises. Certificate automation removes operational friction; appropriate 

certificate models remove unnecessary adoption barriers; digital signatures provide immediate trust 

signals; and encryption protects message content as certificate coverage expands. 

“S/MIME Encryption for Everybody, Automated” does not mean that every user must use the same 

certificate type, trust domain, or product. It means that every user should have a practical path to 

S/MIME without becoming a PKI administrator. The cryptography is already here. The real challenge 

of engineering is to make using it normal. 
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